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PREFACE

The effects of new information technologies are all around us.
Change is abundant in everything from the computers on our desks
to the cell phones in our pockets. For the most part, we welcome
these changes and the improvements they herald in our lives. These
changes have also affected the global balance of power in favor of the
United States.

But along with the blessings and opportunities come dangers.
Information that is readily available is available to friend and foe
alike; a system that relies on communication can become useless if
its ability to communicate is interfered with or destroyed. Because
this reliance is so general, attacks on the information infrastructure
can have widespread effects, both for the military and for society.
And such attacks can come from a variety of sources, some difficult
or impossible to identify. This book focuses on the opportunities
and vulnerabilities inherent in the increasing reliance on informa-
tion technology, looking both at its usefulness to the warrior and the
need to protect its usefulness for everyone.

While the work was carried out under the auspices of the Strategy
and Doctrine program of RAND’s Project AIR FORCE, which is spon-
sored by the U.S. Air Force, this volume draws on the expertise of
researchers from across RAND in a variety of related disciplines. The
primary audience of this work consists of Air Force leaders and plan-
ners, but it should be of interest to others interested in national
security issues and information technology.

The Strategic Appraisal series is intended to review, for a broad audi-
ence, issues bearing on national security and defense planning.
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Strategic Appraisal 1997: Strategy and Defense Planning for the 21st
Century, dealt with the challenges the United States military faces in
meeting the changing demands made upon it in a changing world.
Strategic Appraisal 1996 assessed challenges to U.S. interests around
the world, focusing on key nations and regions.

PROJECT AIR FORCE

Project AIR FORCE, a division of RAND, is the Air Force federally
funded research and development center (FFRDC) for studies and
analyses. It provides the Air Force with independent analyses of
policy alternatives affecting the development, employment, combat
readiness, and support of current and future aerospace forces.
Research is being performed in three programs: Strategy and
Doctrine, Force Modernization and Employment, and Resource
Management and System Acquisition.
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FOREWORD
Andrew W. Marshall

This effort to assess how the role of information in warfare is chang-
ing seeks to understand many of the remarkable developments
under way in information and communications technology, and
their potential effects on warfare. It is because the uncertainties are
so substantial in this realm that this effort by Zalmay Khalilzad, John
White, and their collaborators is so admirable. They are attempting
to deal with a topic whose complexities and lack of consensus, at
present, easily match its importance. The principal value in such an
effort is that it helps to organize our thoughts and to sort out the
areas of agreement and disagreement. Indeed, this volume reveals
several important lessons that can be gleaned from the very different
and distinct perspectives contained in it:

* Information advances will affect more than just how we fight
wars. The nature and purpose of war itself may change. How
wars start, how they end, their length, and the nature of the par-
ticipants may change as shifts in the relative power of states and
nonstate entities occur.

* New technologies cut both ways in terms of their effects on
national security. Together, the chapters make clear that
advances create new vulnerabilities; new threats create new
opportunities. We should resist the temptation to see the
changes documented here either as wholly bad or wholly good.
Rather, we need to understand that profound technological
changes are inevitably two sided.

* The Department of Defense (DoD) has little control over the
pace and direction of the information revolution. Although in
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the past DoD played an important role in developing, refining,
and implementing new information technologies, today the
technological envelope is being pushed largely by the commer-
cial sector. DoD needs to manage a difficult transition from
being a pioneer to being a leading user. This transition will
require not only keeping abreast of new technological develop-
ments but also accepting that technology will no longer be
developed exactly to military specifications.

e The increasing capacity to produce, communicate, and use
information will have an important effect on every area of
national security. Information is everywhere. As aresult, we will
not be able to understand how these new technologies will
change our own jobs unless we understand how they will change
the jobs of others. The advent of the information age will
require, as never before, that we take a wider perspective and
avoid stovepipes that blind us to changes taking place outside
our own spheres of direct responsibility.

Considering how the U.S. defense establishment operates today,
these lessons are important and not as self-evident as they might first
appear. Unfortunately, they provide only the broadest guidance for
how to adapt to the whirl of changes we face. As the chapters indi-
cate, any consensus on more detailed instruction escapes us at the
moment. In part, this is because changes at the level of information
and information systems represent a particular challenge for under-
standing the future. In a recent work, Robert Axelrod and Michael
Cohen provided some relevant insights into the particular complex
uncertainties that we face.! Axelrod and Cohen refer to systems as
“complex” not merely because they are being influenced by many
simultaneous factors but also because of how those factors interact
with each other. :

[Tlhere are many systems with lots of moving parts that are
nonetheless quite easy to predict—think of the gigantic number of
colliding molecules in a perfect gas. By “complexity” we want to
indicate something else: that the system consists of many parts

. 1gee Michael Cohen and Robert Axelrod, “Complexity and Adaptation in Community
Information Systems: Implications for Design,” in Toru Ishida, ed., Community Com-
puting and Support Systems, Heidelberg: Springer Verlag, 1998. :
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and/or processes each of which interacts significantly, and perhaps
nonlinearly, with some of the others. Ecologies and brains seem to
be well described as systems that are complex in this more social-
ized sense.

What makes prediction especially difficult in these settings is that
the forces shaping the future do not act additively, but rather their
effects are via nonlinear interactions among systems components.
In such worlds events change the probabilities of other events—
sometimes dramatically.

Warfare has always been nonlinear and complex in the sense that
Axelrod and Cohen describe. Minor events have often produced dis-
proportionate effects on an organization that consists of badly
understood machines and unpredictable humans operating in an
extraordinarily stressful environment. Despite this continuity, a
profound and new message about complexity permeates this vol-
ume. As the sensors, networks, and communications systems both
allow more information to be obtained about the battlefield, or the
surrounding context of military action, and allow the coordination of
the actions of separate military platforms and military units, military
organizations have become ever more finely balanced on the edge of
" chaos.

It is very difficult to understand what happens to the functioning of
these organizations when parts of these networks or parts of the
overall system are disrupted in their functioning or possibly are
destroyed. For the moment we do not have an analytic framework to
get at such issues, and we certainly do not have adequate models. So
the effects of changes in information levels or asymmetries or the
effects of information warfare on the performance of military organi-
zation are matters of considerable uncertainty.

There is a second set of relevant problems that Axelrod and Cohen
also surface. To illustrate the difficulty in foreseeing how the current
information revolution may affect international politics, they look at
a previous information revolution, namely the printing revolution: '

[Tlhe printing revolution led in Europe to indirect effects that were
often quite different from the immediate effects. Ancient authority
was undermined even though good editions of ancient texts
became accessible, scientific progress was promoted even though
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pseudo-science was popular, religious divisions occurred even
though information could be more widely shared, and national lan-
guages and states developed even though long range communica-
tion was fostered. All this should leave us humble about predicting
the effect of the current Information Revolution. We can began to
see some of the direct effects, but we need to be aware that the indi-
rect effects might be quite different and much more powerful.

With that as background, let me make some comments on two major
issues that arise in nearly all of the chapters. First, as many of the
contributions to this volume suggest, there are major vulnerabilities
in the computer networks and in the information infrastructures of
the United States, our military information systems, and undoubt-
edly other countries’ military establishments. Some analysts have
seen in these vulnerabilities new possibilities for strategic attack,
launched from almost anywhere in the world, on the economy,
national infrastructure, and military preparedness of a state.

' History teaches us, however, that the immediate effect is often quite
different and generally less important than the indirect effects. Every
action creates a reaction; every new weapon spurs the creation ofa
new defense. The important question, therefore, is what the situa-
tion is likely to be 10 or 20 years from now. Will these vulnerabilities
persist? Will the attackers keep ahead of the development of
defenses?

Experience indicates that the current vulnerabilities may not persist.
Little attention has been paid to building defenses until now. The
technology is changing rapidly, and information systems continue to
evolve as they keep up with these changes. Installing new systems
every couple of years takes a lot of energy and attention. In some
areas, especially in commercial domains where the interest is high
and where the risks are seen more clearly, there has been a greater
response to the threat of external intrusions. Certainly, the demand
for the services of those who make a business of helping companies
defend themselves is increasing at a very rapid rate. I am notin a
position to judge how effective these protections are in the best
cases, but [ believe it is wrong to judge the future by our current state
of vulnerability.

Similarly, there is a lot of speculation that the state will weaken as
new media and cheaper means of communication empower smaller
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groups. While this may be true, the more important question is how
much and how fast? Roger D. Masters, a political philosopher at
Dartmouth College, has pointed out that Machiavelli foresaw that
the rise of the nation-state was inevitable in the early part of the 16th
century.? Nonetheless, it took 200 years for the nation-state to
emerge in something like its current form. Perhaps the state is in
decline—given its current preeminence, its most likely direction is
certainly downward. The real question is how long will it take? Will
it decline faster than it ascended?

If one looks more narrowly at warfare in a theater, one can bring
similar observations to bear about the uncertainty of change within
complex systems. At this level of warfare, new information tech-
nologies are having an effect on almost everything from training to
logistics to public relations. Not only will developments of new sen-
sors, communications, and the capacity to process information allow
new levels of coordination of dispersed, widely separated units, but
almost all weapon systems will have new capabilities derived from
the embedded microprocessors within them. Weapons and plat-
forms are becoming smarter, and more decisions are being delegated
to them.

As the result of such changes, forecasting in this realm is also laced
with uncertainty. Nonetheless, two observations have emerged, both
from this volume and from war games that my office has beén con-
ducting on warfare in 2020. First, long-range precision strike
weapons coupled to systems of sensors and to command and control
systems will fairly soon come to dominate much of warfare. The
critical operational tasks will be destroying or disabling elements of
an opponent’s forces and supporting systems at a distance. Defeat
will occur due to disintegration of command and control capacities,
rather than due to attrition or annihilation.

Second, the information “dimension” increasingly becomes central
to the outcome of battles and campaigns. Therefore, protecting the
effective and continuous operation of one’s own information sys-
tems and being able to degrade, destroy, or disrupt the functioning
of the opponent’s information systems will become a major focus of

2personal communication.
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the operational art. Obtaining early superiority in the information
realm will become central to success in future warfare. It has always

been important; it will soon be central.

In essence, however, these are predictions about where the action
will be, not about how it will come out. Information and its associ-
ated technologies are destined to become a central focus on the bat-
tlefield. Does that mean that the offense or the defense will domi-
nate? Will these developments favor states or terrorists? Will war
become an exercise in media spin? In the face of the uncertainties of
the future, and the disagreements of the present, I can only suggest
caution and humility in predicting the future.




Chapter One

INTRODUCTION
Zalmay Khalilzad and John White

As we approach the 21st Century, our foes have extended the fields
of battle from physical space to cyberspace; from the world’s vast
bodies of water to the complex workings of our own human bodies.
Rather than invading our beaches or launching bombers, these
adversaries may attempt cyberattacks against our critical military
systems and our economic base.

—President William J. Clinton, May 22, 1998

Computers are changing our lives faster than any other invention in
our history. Our society is becoming increasingly dependent on
information technologies, which are changing at an amazing rate.
... We must ask whether we are becoming so dependent on com-
munications links and electronic microprocessors that a determined
adversary or terrorist could possibly shut down federal operations or
damage the economy simply by attacking our computers.

—Senator Fred Thompson, May 19, 1998

As these quotes imply, the United States and indeed the world is
undergoing dramatic changes due in great part to the dramatic
transformations brought about by new information technologies.
The technical changes include advances in how information is col-
lected, stored, processed, and communicated. While the speed with
which these processes have taken place has increased manyfold, the
costs for propagating and storing information have decreased dra-
matically. The implementation of these capabilities has vastly
increased our communications and related functions, including
large increases in international connectivity. More and more people
and nations around the world are acquiring access to the Internet
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and to space-based communications and reconnaissance capabili-
ties.

These changes have been rapid, and more are on the way. ‘Advanced
information technologies will fundamentally alter how people and
societies interact, in ways that cannot be predicted. Nations around
the world are both adapting to and trying to shape the ongoing
developments in information technologies. This interaction
between advancing information technologies and society is one of
the key phenomena of our era.

One facet of how the world adapts to changes in information tech-
nologies will be in the way that conflicts are conducted. If current
trends hold, these changes could have a profound effect on our
national security, in terms of the threats we face, the way we fight,
and how we advance the national interests of the United States.

Of course, the role of information as a key factor in warfare is not
new. Nonetheless, the changes in technology and the integration of
those changes into weapons, concepts, and organization means that
the role of information relative to more-conventional measures of
military strength is likely to change in dramatic ways.

Changes in information technology have already affected the global
balance of power. The collapse of the Soviet Union, which trans-
formed the international system, was facilitated by these changes.
(See Shane, 1994.) The Soviet style of communism and command
economy failed in part because it was not compatible with the
requirements of the information age. These changes in information
technologies have helped strengthen free markets and democratic
forces around the world. They have also promoted greater interna-
tional interdependence, including increased international trade and
investment. Some of the consequences of the changes under way are
reflected in the weakening of government control over society and
the shifting of power away from governments to nongovernmental
organizations, small groups, and individuals. The recent conse-
quences identified here may continue, but we do not know whether
they will.

The ultimate effects of changes in information technologies on the
future of the nation-state and on conflict are far from obvious. His-
tory does not offer clear precedents. Earlier changes in information
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technology—such as the introduction of the printing press, tele-
graph, telephone, or wireless radio—produced direct and indirect
effects that were at times in tension with each other. For example,
the printing press initially was seen as a way to ease access to tradi-
tional and religious texts, but it soon became a way to spread new
and revolutionary documents. (Dewar, 1998.) The changes pre-
dicted at the onset of these capabilities were very often wrong as
society adapted to them in unexpected ways. There is another
uncertainty that is also important and difficult to predict: Different
political and cultural systems often use new technologies differently.

An assessment of the situation up to now indicates that, at the inter-
national level, the changes in information technologies have bene-
fited the United States and reinforced its military preeminence. Not
only did these changes help undermine the only global adversary to
U.S. power, they have also aided the rejuvenation of the U.S. econ-
omy and strengthened the appeal of the U.S. system of market
democracy around the world. The information age has allowed the
United States to knit together the political, economic, and military
sources of its national power. But such advantage may be transitory.

Militarily, as the Gulf War demonstrated, the United States is in a
good position to exploit the advances in military technology, espe-
cially changes in information technology, due in great part to the
high quality of its personnel and their training. The U.S. military has
an unsurpassed ability to integrate complicated technical systems
into preexisting forces. This military technological prowess is backed
up by a solid civilian technological base. The United States has made
large investments in its national information infrastructure and has a
well-established market for computers, software, and Internet ser-
vices. Most other nations depend on our systems and technology.

But there is another side to all of these profound changes. The
United States may become increasingly vulnerable to disruption—
perhaps catastrophically so—because of its heavy reliance on
advanced information systems in both the civilian and military sec-
tors.! The increased potential vulnerability to disruption—which

IThree recent General Accounting Office (GAO) reports document this type of vul-
nerability at the Department of Defense (DoD) and the Department of State and in the
Air Traffic Control network: GAO (1996), GAO (1998b), and GAO (1998a), respectively.
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some potentially hostile nations and nonstate actors recognize—is
the negative side effect of an otherwise very positive development.

The same techniques that can be used to disrupt and manipulate
civilian targets can be used for military purposes. Information
attacks may be used to gather critical intelligence (for military or
commercial purposes), to reduce military readiness, or to blunt or
delay military operations. These developments could greatly com-
plicate the U.S. capability to project power in a timely fashion. At
times, such a delay could result in having to accept a fait accompli
and putting at risk important national security interests. Disruption
attacks also can degrade the combat effectiveness of U.S. forces that
rely heavily on rapid communications and joint operations.
(Bennett, Twomey, and Treverton, forthcoming.)

Adversaries are likely to rely on modern information operations, such
as computer hacking or network attacks—in addition to traditional
means, such as communication jamming and physical attacks—as
an asymmetric strategy to compensate for their own weaknesses and
for conventional U.S. military preeminence. They may value infor-
mation attacks as a new type of guerrilla warfare against U.S. con-
ventional weaponry—but one with a very long reach.

Propelled by numerous press reports of break-ins into DoD and
other sensitive computer systems, threats to our information systems
have become an important national issue. A recent presidential
commission documented the widespread information vulnerability
of various critical infrastructures, ranging from the financial system
to the air traffic control system.? In response to these developments
and to the report of the commission, President Clinton recently
announced the goal of building “the capability to protect critical
infrastructures from intentional acts by 2003.” (The White House,
1998, p. 1.3) The military threats have also been recognized. Two
recent congressional commissions, the Commission on Roles and
Missions of the Armed Forces and the National Defense Panel, have

2The eight infrastructures that the commission identified as both critical and vulner-
able were information and communications, electrical power systems, gas and oil
transportation and storage, banking and finance, transportation, water supply sys-
tems, emergency services, and government services. (PCCIP, 1997.)

3The President also appointed a national Coordinator for Security, Infrastructure Pro-
tection, and Counter-Terrorism.
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enunciated these concerns. The DoD has been working to deal with
these threats in numerous ways. The Joint Chiefs have recognized
the vulnerability of the military to information attacks and have
emphasized the need for “full dimensional protection.” (DoD, 1996.)

These changes will continue to affect our lives and our national
security, both positively and negatively. Consequently, there is a
strong need to increase our understanding of this revolution and its
implications. The President’s decision and other actions taken by
the U.S. government represent important first steps in defending the
nation against information attack. Plans for achieving the objectives
will have to be developed. This volume is intended to assist in the
development of such plans, as well as to assist in understanding the
potential opportunities for U.S. military forces and society that
derive from information technology.

STRUCTURE OF THE BOOK

Because emerging information technologies will affect all corners of
our lives, their national security implications have many dimensions.
This volume will reflect those wide-ranging implications. The book
is divided into three parts: Part I analyzes the effects of information
technology on society and the international system. Part II focuses
on the United States and examines what new opportunities and vul-
nerabilities these new information technologies will present for the
United States. Part III focuses on current issues and lessons that
today’s U.S. decisionmakers need to understand if they are to func-
tion in the world to come.

Information Technology and Society

Part I begins with the implications of information technologies at the
highest level: their effects on society and the international system.
The late Carl Builder believed that the most important national
security implications of new information technology will come at the
societal level. He argued that, while the American military is
attempting to use new information technologies to improve what it
currently does, societal changes mean that the military’s missions,
indeed its very reason for existence, will change as society adapts to
new technology. S
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David Gompert also foresees that the most important changes will
come at the societal level, but he is much more sanguine about the
outcome. For Gompert, information technology requires democracy
and free markets to unleash its vast productive and military poten-
tial. Countries that choose not to embrace democracy and free mar-
kets will therefore lose power relative to open democracies. The
world’s great powers will therefore be, like the United States, open,
free, and united in their opposition to any threats that may arise.

In contrast, John Arquilla, David Ronfeldt, and Michelle Zanini
believe that these changes will shift the locus of power away from the
nation-state altogether and toward nonstate actors whose nonhier-
archical, networked form of organization will allow them to take best
advantage of new information technologies. This shift in power from
governments to nonstate actors means that the problems of terror-
ism, transnational criminal organizations, and insurgent groups will
grow increasingly difficult to control. They suggest that the U.S. mili-
tary and government organize themselves around networks to meet
this growing threat.

U.S. Opportunities and Vulnerabilities

Part II explores the many opportunities and vulnerabilities that new
information technologies will create for the United States. First,
Jeremy Shapiro offers a cautionary note by questioning the idea,
often taken for granted, that information technology will revolution-
ize warfare. He suggests, instead, that the idea of an information-
based revolution in warfare actually serves as an attempt to use
technology to solve the perennial U.S. problem of lack of political will
to accomplish foreign policy objectives.

In contrast, Ted Harshberger and David Ochmanek are quite con-
vinced that new technologies offer a multitude of revolutionary mili-
tary opportunities for U.S. forces. They describe how recent ad-
vances in surveillance, communications, and guidance technologies
have allowed U.S. forces to approach Sun Tzu's “acme of skill.” They
predict that the ability of the U.S. military to use these technologies
to achieve “information dominance” will enable the United States to
maintain a vast military superiority for the foreseeable future.

Brian Nichiporuk elaborates on these ideas by demonstrating how
the United States can use new information technologies and infor-
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mation warfare to counter some prospective enemies’ most appeal-
ing asymmetric strategies. He presents four concepts of operation
for how the United States could, with little expenditure of blood or
treasure, effectively preserve its power-projection capability and
diminish the utility of enemy weapons of mass destruction.

Steve Hosmer continues this discussion by analyzing how the new
technologies will allow the United States to conduct ever more-
sophisticated psychological operations. While the United States will
gain a substantial capability to influence enemy perceptions and to
reduce U.S. casualties, Hosmer warns that the new technologies will
also present opportunities for U.S. adversaries to achieve new psy-
chological effects.

Roger Molander, Peter Wilson, and Robert Anderson expand on this
discussion of the vulnerabilities that information technology may
create for the United States. They analyze how U.S. adversaries
might use the tools and techniques of new information systems to
hold at risk key national strategic assets, including the financial sys-
tem, the public switched network, and the transportation system.
They call for a new decisionmaking framework to take into account
the emerging challenge of “strategic information warfare” in national
security and military policy.

Glenn Buchan then takes up the thread of vulnerability at the mili-
tary operational level. He examines how an increasing military
reliance on the systems described by Ochmanek, Harshberger, and
Nichiporuk may create dependencies that could be exploited by
clever enemies. He analyzes the dependence of Air Force operations
on information and information systems and concludes that the risks
are manageable but that the military needs to maintain sufficient
skilled manpower to continue operating if new information systems
fail.

Issues and Lessons for Decisionmakers

Part III presents some issues and lessons for U.S. decisionmakers
that emerge from the preceding chapters. First, Frank Fukuyama
and Abe Shulsky draw on lessons from the corporate world about
how to adapt organizational structures to new information technol-
ogy and apply those lessons to military organization. They conclude
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that, to take full advantage of information technology, the military
will need to institutionalize an environment of constant learning,
one that includes the freedom to fail without serious consequences.
They also stress the need to redistribute skills and authority toward
the bottom of the hierarchy and to give more autonomy to lower
levels of the military. Finally, they cite the need to solve the debilitat-
ing yet seemingly intractable problem of streamlining the procure-
ment system to allow the military to benefit from cutting-edge com-
mercial technology.

Lynn Davis analyzes the role that arms control and nonproliferation
regimes might play in managing some of the vulnerabilities men-
tioned in the preceding chapters. She concludes that it will be very
difficult, and perhaps undesirable, to attempt to apply previous arms
control and nonproliferation regimes to information technology.
While variants of such responses may become necessary in the
future, the greater need at present is to establish more effective
means for multilateral cooperation to manage cross nationally the
new threats posed by emerging information technology.

Zalmay Khalilzad discusses how the United States should undertake
to defend itself from information attacks. He notes that, as with
nuclear weapons, the United States is unlikely to be able to eliminate
its vulnerability to information attacks completely. A successful
national defense, therefore, will require strategies that also strive to
deter adversaries from using information weapons and to prevent
adversaries from developing the capability to produce or use such
weapons.

Finally, Martin Libicki and Jeremy Shapiro assess the implications
the changes in information technologies hold for the U.S. military,
especially the U.S. Air Force.
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Chapter Two

THE AMERICAN MILITARY ENTERPRISE IN THE
INFORMATION AGE

Carl H. Builder

INTRODUCTION: THE SOCIAL AND MILITARY
PERSPECTIVES

The social and military effects of the ongoing information revolution
occupy the thoughts of modern thinkers. From a social standpoint,
the true believers hold that the current revolution in computing,
telecommunications, and information technologies will profoundly
remake our society, our democracy, and our daily lives. From a mili-
tary perspective, visionaries within the U.S. military see in the new
technologies of the information revolution the means to radically
increase military effectiveness, reduce casualties, and save money.
The purpose of this chapter is to develop an understanding of how
these two perspectives, usually considered apart, impinge upon one
another.

A nation’s military is a reflection and a servant of the society from
which it is drawn. If that society undergoes a change as profound as
the information revolution, its security requirements will change as
well. As a result of these changes, what society asks and expects the
military to do to defend the nation, the military’s “enterprise,” will
almost certainly change. If so, the most important consequence of
the information revolution for the American military will not be the
application of new information technologies to its existing missions,
as the military perspective often implies. Rather, the most important
effect will be the need for the military to adapt itself to performing
new and different missions. The key, then, to understanding how we
should apply new information technologies in the military is to unite

19



20  Strategic Appraisal: The Changing Role of Information in Warfare

the social and military perspectives into an understanding of how the
American military enterprise will evolve.

THE ROOTS OF REVOLUTION

No technological development since the release of nuclear energy
has so preoccupied the American military as the currently cresting
revolution in computing, telecommunications, and information
technologies!; no part of that revolution has been the subject of more
speculation by the military than the idea of information warfare.
Those preoccupations are evident in the professional journals of the
American military and in the emergent doctrines, organization, and
funding of the American armed forces. The fallout from these
preoccupations is neither complete nor obvious—because many of
the issues remain unresolved and involve large stakes within the
American military institutions.

Some see the information revolution as but one component of an
ongoing (or forthcoming) revolution in military affairs, in which the
information technologies, when combined with new concepts for
military operations and their command and control, will usher in a
revolution in warfare comparable to that which occurred with
blitzkrieg and aircraft carriers in World War I1.2 Some of these
expectations are captured in Joint Vision 2010, which sees the infor-
mation technologies as enabling “full-spectrum dominance” of mili-
tary operations and “dominant battlespace awareness.” (DoD,
1996a.) Critics see such expectations of transparent battlefields as
technological chimeras—futile hopes to eliminate the Clausewitzian
friction of war.3

Few would dispute the importance of the new information tech-
nologies for militaries and warfare, but beyond that point, the

lereinafter called the information revolution, recognizing that computers,
telecommunications, and the explosive expansion of information access and utiliza-
tion are inextricably intertwined.

2gee, for example, Builder (1995), pp. 38 and 39.

3perhaps the best treatment of this subject is found in Watts (1996). Dunlap (1997)
cites information superiority or dominance in future conflicts as one of his four myths.
One flag officer recently quipped that if he were thrust into the boxing ring with Mike
Tyson, information dominance would hardly prevent him from being soundly beaten.
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schools of thought divide and fan out on just how important and how
pervasive these technologies will become. At the conservative end
are those who see the application of the information technologies
limited to marginal improvements in existing military operations—in
communications, navigation, intelligence, logistics, etc.—as already
evident with the introduction of Global Positioning System receivers,
laptop computers, and wideband global communications nets. Ata
somewhat more ambitious level is the so-called “digitization of the
battlefield,” in which maps and sensors are registered together in a
common framework for all who would venture there.4

Toward the more expansive end are those who see the “information
sphere” becoming the battlefield of the future—where the main bat-
tle will not be fought over territory using physical force, but over the
minds of the combatants and their access to information. It is this
school of thought that now precipitates turbulence within the Ameri-
can military, as it clamors for the attention of leaders who must
decide on resource allocations and organizational changes. At the
outer fringes of this school of thought, one can hear calls for an inde-
pendent “information corps” similar to those (still heard) for an
independent “space corps,” echoing much earlier (and ultimately
successful) calls for an independent air corps in the first haif of the
20th century. And it is here that one finds the jarring concept of the
“information warrior,” a new and different breed of military person,
like the pioneering aviator before, who boldly lays claim to the future
of warfare.

The mainstream American military finds itself torn between (a)
gaining for itself the fruits of the information revolution when
applied to its traditional concepts of military roles and missions and
(b) finding itself riding the back of a tiger that might threaten to over-
turn those traditional concepts and replace them with a new kind of
war and warrior. The balancing act is how to embrace the informa-
tion technologies without being institutionally undone by them.5

4This perspective is captured in the Army’s Force XXI concepts and experiments.

5For example, the most effective exploitation of information is achieved through net-
worklike organizations, while the most effective command and control is achieved
through the hierarchical organizations so long associated with the military. Marrying
the two forms risks one undoing the other, for hierarchical and network organizations
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Whether the choice is real or not may be less pertinent than the fact
that there are factions within the American military that are willing to
make the choice seem real to those in and out of uniform who must
decide how the military should be organized and funded. That such
opposing views might surface within the military and be broadcast is
certainly not without precedent, but the information revolution has
just as certainly made the debate more visible and widely spread.

So, one important fallout of the information revolution is the loom-
ing prospect of information warfare—warfare waged with informa-
tion as a primary weapon or target.5 Although information warfare
as a component of war is not new (as in deception and electronic
warfare), the possibility that it might become the dominant dimen-
sion in future war is new. That possibility looms now because of the
growing dependence on information infrastructures for the most
modern means of warfare—such as the use of precision weapons—
and for the economic functioning of a modern society and state.

Even those in the American military who believe information warfare
is the wave of the future find themselves pulled between comple-
mentary interests and concerns:

1. The interests are the potential military advantages of exploiting
information as a weapon against the entire range of enemy tar-
gets—from the minds of the enemy’s leadership to the perfor-
mance of their weapons.

2. The concerns are the potential vulnerabilities of the sophisticated
U.S. civil and military infrastructures—communications, com-
mercial, logistical, and command—to hostile actions using infor-
mation as a weapon.

tend to be mutually corrosive—the former cutting network links for greater control,
the latter bypassing hierarchical levels in the search for more information.

6Information warfare is formally defined as

Actions taken to achieve information superiority by affecting adversary information,
information-based processes, information systems, and computer-based networks
while defending one’s own information, information-based processes, information
systems and computer-based networks. (DoD, 1996b.)

That information might be a primary weapon or target is evident from Army Field
Manual 100-6 {TRADOC, 1996), which declares that “The objective of IW [information
warfare] is to attain a significant information advantage that enables the total force to
quickly dominate and control the adversary.”
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The interests are generally contemplated under the heading of offen-
sive information warfare, while the concerns are associated with
defensive information warfare. The interests and concerns are, of
course, intertwined: Means devised for offensive purposes might be
turned against us, and exposition of our vulnerabilities—if neither
corrected nor correctable—might invite the very attacks we hope to
avoid. Indeed, there is a line of argument that says information
warfare is something that the most developed societies in particular
should eschew—that its relative advantages will accrue mostly to the
weak and underdeveloped adversary.” An opposing argument is that
the most developed societies can bring their enormous information
resources—from global infrastructures and technological superiority
in depth—to bear against an enemy with surprising new effects and
reduced risks.

These arguments will not be resolved soon. They will reverberate
over the next several decades as the information revolution crests
and then subsides in the first half of the 21st century.8 But to antici-
pate how these arguments and others might be resolved, they will be
illuminated here in four different lights:

1. the historical patterns in 20th-century technological revolutions,
particularly as they have affected the American society and inter-
acted with American military cultures

2. the current information revolution—which may break with the
historical patterns—because it is fundamentally transforming the
relationships between the American society and its institutions,
including its military

3. the adaptations—past and prospective—of other American insti-
tutions to the information revolution, with the American family,
business, government, and education as examples of how the
information revolution can or will wreak changes—changes that
might foretell what will happen to the American military

"The reasons being that the capital investments required to wage offensive informa-
tion warfare within the existing global networks are modest and that the required
technology is developing faster in the commercial sector than in the military because
of differences in acquisition cycles. (See Dunlap, 1997.)

8For more perspectives on the information revolution as a passing wave, see Builder
(1990).
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4. the historically changing enterprise or focus of American military
activities, as a way of anticipating changes even as the institu-
tional roles and missions remain constant. ‘

HISTORICAL PATTERNS

The contemporary American military response to information war-
fare—rooted as it is in the information revolution—is not without
precedent. In the 20th century, at least three and perhaps four tech-
nological revolutions swept through the American military: the
mechanization of warfare by means of the internal combustion
engine, the release of almost unlimited nuclear energy, the opening
of access to space as a new vantage point, and now the information
revolution. In each of the first three instances, the American military
was transformed in its thinking and eventually in its physical
makeup. The fallout from these three revolutions included the ideas
of strategic air warfare, nuclear warfare, and even space warfare. We
should not be surprised today, therefore, to find a part of the Ameri-
can military captivated by the idea of information warfare.

However, as the idea of information warfare is now embraced by its
advocates, it is worth reflecting on the evolution of these transform-
ing ideas as they were incorporated into the American military. First,
they took a long time to move into the mainstream of military
thought. Although World War II was a mechanized war, horseman-
ship remained a required skill at West Point two years after the
dropping of atomic bombs on Japan. In many segments of the
American military, airpower is still seen today as it was in the 1920s—
primarily as support for the surface forces, not as an independent
national instrument of power.? Space operators in the military are
still struggling, like the aviators before them, to find their place in the
mainstreams of American military institutions.

Second, the ideas were oversold as expectations, at least in the short
term. In the mechanization of warfare, strategic bombardment the-
ories were finally vindicated by the advent of the atomic bomb more
than by the bombers themselves. Within four decades, many of the
theories of nuclear warfare were made irrelevant by the unimagin-

9See, for example, Correll (1997), in an editorial in Air Force Magazine.
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able destructiveness of the very arsenals they promoted. And after
four decades, space, like prominent high features on the surface of
the earth, still remains mostly a place of vantage for navigation,
communication, and observation infrastructures instead of an arena
for earth-centered conflicts. Space warfare may yet materialize, but
it seems more likely to be a 21st-century rather than a 20th-century
phenomenon.

All that suggests that the idea of information warfare will take a
longer time to mature than its most ardent proponents expect and,
in the near term, will probably deliver less than it promises. But
there is also something unique about the information revolution
compared to the previous technological revolutions in the 20th
century, with differences that could break the observable patterns of
the past. Unlike the prior technical revolutions in this century, the
information revolution is dramatically altering the power relation-
ships between the state and society, not just in America or even the
developed world, but throughout the globe. And it is from the state
that the military draws its mandate.10

While the revolution wrought by the internal combustion engine
gave Americans wheels and wings, the relative power of the state to
the individual only increased as society looked to the state for the
needed roads and airways. Nuclear power and space were, for the
most part, state-managed monopolies that did not involve relin-
quishment of state power to individuals. But the information revo-
lution has unleashed forces—both political and economic—that
have significantly eroded the relative power of the state with respect
to individuals and all sorts of new nonstate actors. Sovereign powers
that states took for granted even two decades ago—such as control
over their borders, markets, currency, information, and population
movements—have been significantly weakened. (Wriston, 1992.)
This is not to say that the state is about to disappear—only that the
powers of individuals relative to states, because of their access to
information, are presently in ascendancy. Jessica Mathews has put it
thusly:

10That mandate is only 350 years old. The Treaty of Westphalia, in 1648, established
that militaries would henceforth be instruments of the state and not mercenary bands
or freebooters.



26  Strategic Appraisal: The Changing Role of Information in Warfare

The most powerful engine of change in the relative decline of states
and the rise of nonstate actors is the computer and telecommunica-
tions revolution, whose deep political and social consequences
have been almost completely ignored. Widely accessible and
affordable technology has broken governments’ monopoly on the
collection and management of large amounts of information and
deprived governments of the deference they enjoyed because of it.
(Mathews, 1997, p. 51.)

Even the ability of the state to wield military power with the freedom
that its elites might prefer has been greatly circumscribed by the
information revolution—a fact the American military has come to
appreciate throughout the last half of the 20th century when it talks
about (a) “the CNN effect,” through which military operations are
increasingly exposed to news-media examination, (b) the political
imperative to hold casualties to a minimum to retain public sup-
port,1 and (c) planning in the face of political constraints on the use
of force.!? These were not significant considerations in the first half
of the 20th century, before the information revolution.

CULTURAL FACTORS

To complicate matters, the American military’s responses to new
technological revolutions may not be typical of militaries more gen-
erally. There is a cultural component of the American military that
bears watching, for it may create asymmetries with the militaries of
other nations that will be revealed fully only through conflict. Many
have observed that Americans have a penchant for quick technical
fixes for their problems and have historically been more attracted
than most to proposals for bloodless technological solutions for
waging war. Between the two world wars, Americans embraced air-
power and strategic bombardment with greater alacrity than any
other nation except Great Britain, largely on the promise of reducing

11 A5 when the humanitarian mission in Somalia escalated to partisan involvement in
determining political leaderships and began incurring casualties.

12p)though these constraints were painfully evident to the American military during
the Korean and Vietnam conflicts, in which self-imposed sanctuaries thwarted strate-
gic actions, they also emerged during the Gulf War in response to the destruction of
the Al Firdos bunker and the devastation of Iraqi forces fleeing Kuwait City at the end
of the war.
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the casualties associated with stalemated trench warfare.l3 After
World War II, no other nation committed itself so quickly or com-
pletely to nuclear weapons for its security. Despite a late start in the
space race with the Soviet Union, the United States was determined
not to be second, even though it tacitly accepted numerical inferior-
ity in many other aspects of military force.

So, there is a dilemma here as well for the American military. On the
one hand, there are obvious risks that the American fascination with
technical fixes could lead to the selling of a commitment to (and
reliance on) information warfare as a less costly, easier way to deal
with future national security problems. That is the lesson of our ear-
lier commitments to strategic bombardment and nuclear deterrence
for security in the middle of the 20th century. Neither could ade-
quately deliver for the real situations that ultimately arose in the
1940s and 1950s. On the other hand, the natural conservative ten-
dencies of the mainstream of the American military make it reluctant
to embrace new technologies at the expense of maintaining ade-
quate stocks of traditional forces. That is the lesson that restive mili-
tary aviators in the 1920s and space operators in the 1990s learned.

The leaderships of the uniformed American military services find
themselves (1) not wanting to disaffect their information and space
cadres because of the importance of these fields to present and
future military operations and (2) not willing to devote scarce
resources or to grant cherished authority that their information and
space proponents claim they need, while (3) enduring concerns that
these factions—like the aviators before them—may seek indepen-
dence from their parent services with the help of congressional or
Department of Defense sympathizers. The result is a delicate dance
between the mainstream military leaderships and their information
and space cadres—each knowing that they now need the support of
the other, neither wanting to alienate the other, each waiting for the
future to reveal that it lies in their favor. In that sense, both sides are
relying on political and technological developments outside their
direct control to render a favorable verdict.

1311 the event, however, the mechanization of land warfare made stalemates rare;
instead of a repeat of the bloody attrition in the trenches, the war for control of the air
turned into bloody attrition at 20,000 feet over Europe. On this point, see Meilinger
(1997).
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WHAT IS THE ENTERPRISE?

The term enterprise is used here in the business sense of the primary
purposeful activity of an organization. That is a deliberately different
idea from the objective, mission, role, or purpose of an institution.
Enterprise tells us about the activities that preoccupy an organiza-
tion. For example, many business organizations will claim a con-
stant objective or purpose, such as making a profit for their owners,
but their enterprise may change—as in the case of IBM, whose
enterprise changed from making office machines (mainly typewrit-
ers) to making computers as a result of the information revolution.
The American military has had a constant mission of defending the
nation’s interests, but its enterprise has changed several times, even
within the 20th century—from constabulary activities at the far-flung
outposts of America’s new empire, to mounting expeditionary forces
for fighting two world and three regional wars, to ensuring the
nation’s very survival during the Cold War. The notion of enterprise
is used here not to apply business concepts to the military but to
highlight possible changes in the primary purposeful activity of the
American military as it moves into the 21st century—with a recogni-
tion that the military enterprise has not been a constant and may
change in the future.

Much of the current focus of the American military on information
warfare—offensive or defensive—is on applying the burgeoning
information technologies as new tools for what it sees as its tradi-
tional mission of fighting and winning the nation’s wars. More pre-
cisely, as stated in Joint Vision 2010, the mission is “to deter con-
flict—but, should deterrence fail, to fight and win our nation’s wars.”
However, it is increasingly common to hear those in uniform say that
the primary mission of the American armed forces is and should be
to fight and win the nation’s wars, particularly as encroaching
demands for humanitarian and peacekeeping tasks fall upon those
forces. GEN John J. Sheehan, Commander in Chief of the Atlantic
Command, recently voiced his skepticism about that common inter-
pretation:

Any service member, asked to define the mission of the U.S. mili-
tary, will most likely reply, “to fight and win our nation’s wars.” But
is that really our mission? If so, who decided, and when? Where is it
written? (Sheehan, 1997.)
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This contemporary emphasis on “fighting and winning the nation’s
wars” seems to have emerged in the wake of the war in Vietnam, for
the very idea of fighting or winning the nation’s wars, as the raison
d’étre of American military forces, would have been an anathema
during the height of the Cold War, when the nation’s strategy was
deterrence and the primary purpose of our military forces was to
avoid war. Indeed, the cornerstone of nuclear deterrence strategy
was laid by Bernard Brodie in his early observation that

Thus far the chief purpose of our military establishment has been to
win wars. From now on its chief purpose must be to avert them. It
can have no other useful purpose. (Brodie, 1973, fn. 2, p. 377.)

An additional impetus for recentering the American military mission
on “fighting and winning the nation’s wars” arises from the growing
demands in the wake of the Cold War to use the military for opera-
tions short of war—as in the humanitarian operations in Somalia and
Rwanda and the peacekeeping operations in Haiti and Bosnia. These
seemingly open-ended demands, when exacerbated by budget con-
straints,14 are perceived as a threat to resources for traditional forces
to fight conventional wars:

The revised defense strategy puts unprecedented emphasis on
Smaller-scale Contingencies and Military Operations Other Than
War. That diverts attention and resources from the main require-
ment, which is to fight and win the nation’s wars. It also tends to
lessen the priority on Air Force combat airpower, since other ser-
vices are seen as more relevant to peacekeeping and constabulary
functions. (Correll, 1997.)

Not addressed by this lament is whether airpower could be fashioned
to be much more relevant than in the past for peacekeeping and

141t js more common to hear the current budget constraints referred to as budget
reductions. But the current budgets for the American military are larger, in real or
inflation-adjusted dollars, than those at the height of the Cold War. In 1955, when the
United States was urgently preparing for what appeared to many to be imminent
thermonuclear war with the Soviet Union, the national defense budget was $242.8
billion in 1995 dollars. In 1995, the number was $271.6 billion. These numbers are
taken from the historical tables in U.S. Congress (1995), p. 21. The recent reductions
in military budgets are with reference to the so-called “Reagan buildup” of the defense
budget, which peaked a little more than a decade ago.




30  Strategic Appraisal: The Changing Role of Information in Warfare

constabulary functions (Builder and Karasik, 1995) and whether
peacekeeping and constabulary functions (1) have been the more
traditional peacetime roles for the American military throughout
most of American history and (2) could become the predominant
role for the American military for the first several decades of the 21st

century.

Implicit in the contemporary focus on “fighting and winning the
nation’s wars” is that the mission of the military, however defined,
will remain more or less what it has been in the 20th century—at
least before and after the Cold War—and the only thing that will
change is the way the military goes about this traditional mission.
That is to say, the military mission is still fighting and winning the
nation’s wars, but those wars will now be fought with some new tools
and in new ways. Information warfare is one of those new ways, and
the information technologies will provide many of the new tools.

The problem with that formulation is that the information technolo-
gies are driving much more fundamental changes elsewhere—
transforming societies and their institutions, creating new and
destroying old enterprises. The American society that created and
supported the American military in the 20th century has already
been transformed by demography and technology—the two most
fundamental drivers of change in the world today. The aspirations,
expectations, and values of the American society now emerging are
not the same ones that gave birth only a generation ago to the Ameri-
can military of today.

The current military posture—a relatively large, standing, ready mili-
tary force in peacetime—is still running on the powerful legacies of
the Reagan buildup and its vindication in the Gulf War. The creation
of that posture almost two decades ago involved a combination of
threat, political will, and public support that is no longer evident or
easily re-created. Because the political will and public support to
change the current posture will require initiative and hard choices,
deliberate posture change may not manifest itself until the American
society is forced to choose between social and defense programs—a
choice that seems to be postponed for now by a remarkably healthy
national economy. However, that should not mask the possibility
that the military posture is riding on its momentum along a path of
least political resistance more than it is buoyed by intrinsic public
support. Thus, for the American military posture to remain substan-
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tially unaltered despite great changes in the society that supports
and tasks it is an assumption of heroic proportions.

Is it possible that the American society has been so transformed in
the last quarter of the 21st century—during the lifetime of a single
military career? The number of observers who say that it has been
transformed by technology and demography is growing rapidly—the
collective testimonies of Peter Drucker, Samuel Huntington, Arthur
Schlesinger, Walter Wriston, and George Kennan in the September-
October 1997 issue of Foreign Affairs should be sufficient to raise if
not prove the possibility. Could it be that the enterprise or business
of the American military will change as well? Even here, the
observers who think the military enterprise has changed are growing
in numbers and stature. Jessica Mathews, writing in Foreign Affairs
earlier in 1997, argued that traditional interstate conflict is on a
downward course, even as intrastate conflicts are on the rise:

War will not disappear, but . .. the security threat to states from
other states is on a downward course. Nontraditional threats, how-
ever, are rising—terrorism, organized crime, drug trafficking, ethnic
conflict, and the combination of rapid population growth, envi-
ronmental decline, and poverty that breeds economic stagnation,
political instability, and, sometimes, state collapse. The nearly 100
armed conflicts since the end of the Cold War have virtually all been
intrastate affairs. (Mathews, 1997.)

Israeli military historian Martin van Creveld argues that traditional
interstate wars and the kinds of armed forces required to fight them
will slowly disappear, in part because of the proliferation of nuclear
weapons—itself one of the many consequences of the information
revolution:

Slowly, unevenly but inexorably nuclear proliferation is causing
interstate war and the kind of armed forces by which it is waged to
disappear. The future belongs to wars fought by, and against, orga-
nizations that are not states. Indeed in most parts of the world this
form of war has already taken over. ... Unless some yet to be
designed system enables states to reliably defend themselves
against nuclear weapons ... the writing for large-scale, interstate
war, as well as the armed forces by which it is waged, is on the wall.
(Van Creveld, 1996.)
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To be sure, there are many who argue that war is in the very nature of
humans!5 and is not about to disappear—even though the modern
nation-state as the wager of traditional warfare is only 350 years old.
The confusion arises because war, for most in the American military,
has come to mean interstate warfare between regular military forces.
The possibility that the 20th century may have seen the apex of the
powers of the nation-state (and its frequent resort to interstate war-
fare) is disturbing in its implications for the future enterprise of regu-
lar military forces. The argument that information warfare is the
wave of the future only adds to those concerns.

Whether the enterprise of the American military is changing or what
the new enterprise might be is addressed below. At this point, it is
enough to suggest that it could be changing—from what thoughtful
observers are saying—and that it may be something different from,
or more than, providing for deterrence or fighting and winning the
nation’s wars.!6 And if the enterprise of the American military might
be changing, applying the information technologies to the old
enterprise could be a diversion from, rather than an adaptation to,
the future.

ADAPTING TO THE INFORMATION REVOLUTION

In large measure, the outlines of the first half of the 21st century are
already quite evident with respect to the two greatest drivers of
change:

1. Demography: The patterns of population growth and migration
are widely appreciated. The number of people of retirement age
in 2050 is known today with considerable confidence; it is a mat-
ter of counting the number of teenagers today and adjusting for
mortality and migration trends.

2. Information Technologies: The computational and telecommu-
nications capabilities for 2025 can be projected with confidence,
for they are closely tracking the stable trend lines they have been

15This view is addressed and challenged by Keegan (1993).

1655 an existence proof, the future enterprise of the American military might be what
it has been throughout most of its 220-year history in peacetime, save the 40-year Cold
War—keeping the arts and sciences of warfare alive with meager funds while carrying
out constabulary duties as assigned.
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on for more than two decades!? and are forecast to follow for at
least two more decades with foreseeable developments in labora-
tories today.

So, the things that are most changing our world as the information
revolution crests either have already occurred or have clearly sig-
naled their trajectories for decades to come.

What is less apparent in our future is how our institutions—particu-
larly our government institutions—will adapt to these changes.
Nongovernmental institutions have already demonstrated their abil-
ity to adapt to the new world that demography and information
technologies are creating before our eyes. The American family, as
an institution, changed dramatically in the 1950s and 1960s. We may
not like those changes, but individuals have a way of adapting
quickly when they find themselves in a changed world. They quickly
surmise that if they do not change, they will not be able compete,
survive, or flourish. Moreover, inertia does not impede individual
change to the degree that it does in groups governed by collective or
institutional behavior.

Businesses, as institutions, mostly changed or adapted in the 1970s
and 1980s. They had to change or be killed by their bottom lines.
The business school literature has been rife with theories about how
businesses must redefine, reengineer, reinvent, reorganize, or
rethink themselves in the new world with its global markets for
finance, production, and goods. At the same time, old businesses
have collapsed or been transformed, and completely new commer-
cial giants have emerged in businesses that did not exist two decades
ago (e.g., Microsoft). Those that have stumbled or fallen, after half a
century or more of success, include such familiar names as IBM,
Xerox, Sears, DEC, DuPont, and Pan Am. (See Hamel and Prahalad,
1994, p. 6.) Finding the right niche (enterprise) in the market is often
more important than being effective or efficient in a shrinking enter-
prise or the wrong niche. Being effective or efficient takes on impor-
tance after the right enterprise has been discovered and engaged.

Even medicine—at least the business side of medicine—has been
transformed. How medicine is practiced today through health

17See, for example, Moravec (1988). Also see Petersen (1994).
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maintenance organizations looks completely different from what it
did only 10 or 20 years ago. Again, not all of these societal changes
are welcomed, but that is the long history of revolutions, and institu-
tions must either adapt or become less relevant to the new world that
is now evolving before our eyes. The fall of many traditional business
giants is testimony to these imperatives.

Elected government is showing signs of change. It must because it
runs up against the ballot box every two, four, or six years. However,
internal government fiefdoms, such as the Central Intelligence
Agency, the Internal Revenue Service, or the Department of Energy,
are more insulated from the ballot box and can afford, therefore, to
be slower to change or to wait until change is forced upon them.
Eventually, as creatures of elected government, they will be forced to
change also, for their constituencies against change are seldom
larger than their own employees and supporting contractors. But
two government-supported institutional enclaves enjoy large public
constituencies and seem likely to resist change: the American edu-
cational and military institutions.

The mission of education may be to educate students, but the tradi-
tional enterprise (activity) of educational institutions has been to
certify the organization and discipline of students in various subjects
and at various levels. That enterprise served both agrarian and
industrial economies in its demands for people who could be
depended upon to plan, organize, produce, and distribute—or in the
case of the military, to fight. The relevance of that traditional enter-
prise in the new information economies is being challenged from
two directions: At one end, information elites demand creativity and
intelligence more than organization and discipline'®*—where cer-
tificates count for less than portfolios or demonstrations of abilities.
At the other end, a demographically changed public poses increasing
demands for government-supported custody of its youth—where
young people need to be usefully or safely occupied or entertained
while maturing. Traditional educational institutions, with their focus
on conferring certificates, are likely to ignore these encroachments as
fringe problems until the center has become less relevant. This
would follow the path of the Catholic Church in the wake of the

18gge, for example, Reinhardt (1997).
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Renaissance and an earlier information revolution instigated by the
printing press.

Just how education and the military will (or will not) adapt to change
is likely to be an important determinant of American political history
in the first half of the 21st century. These two institutions are the
ones to watch, because they are the most isolated from bottom lines
or ballot boxes and because their constituencies against change are
large, affluent, and vocal. Both pose the possibilities of institutions
that will elect to become less relevant rather than change.

APPLYING NEW TECHNOLOGIES TO OLD ENTERPRISES

The American military may assume that its enterprise (primary pur-
poseful activity) remains unchanged, despite the ravaging effects of
the information revolution on the powers of the nation-state and the
transformation of entire societies, economies, and enterprises ev-
erywhere. If so, the principal effect of the information technologies
on the military will be limited to their application in the existing en-
terprise.

However, the effects of applying the information technologies as new
tools in old enterprises has almost everywhere proved disappoint-
ing—in business, governance, and education—because the dramatic
changes wrought by the information technologies are to be found
elsewhere in the sdcietal changes that are producing new values,
expectations, aspirations, and enterprises. When businesses auto-
mated their old accounting or inventory processes (often within their
old enterprises), they found themselves disappointed with the cost
savings. Computers introduced into the classroom have had little
visible or measurable effect on the traditional enterprise of educa-
tion.!® Managers everywhere see the movement of greater amounts
of information through computer networks but only modest
improvements in productivity. In traditional businesses, the lament
is: Where are the savings promised by computers?

By applying the information technologies to its old enterprises—
whether that be digitizing the battlefield or preparing to engage in
interstate information warfare—the American military could be

19This tendency is lamented by Oppenheimer (1997).
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diverted from the more important and difficult task of anticipating
and reshaping itself to undertake new and different enterprises.20 It
is not the American military that will determine its future tasking and
hence its new enterprises; that will be done by a new and different
society in a new and different world. The challenge for the American
military is to anticipate what those new enterprises may be before it
is confronted with the tasking. How well the American military
anticipates its next enterprise will determine whether it has adapted,
maladapted, or made itself irrelevant in the cresting information
revolution. Digitizing the battlefield may make soldiers more
effective or efficient on battlefields as they were understood in the
20th century, but it may add less than expected to the tasks that lie
ahead for the American military in the 21st century.

The ability to wage interstate information warfare—offensive or
defensive—may or may not be salient to the new world (and enter-
prise) that is now emerging for the American military. Offensive
information warfare as it is currently conceived may be salient only if
being prepared to wage interstate warfare remains the principal
enterprise for the American military in the 21st century. Offensive
information warfare directed against an entire society or community
may be the province of the military, but that may be rarer than
information attacks upon individuals or small groups where the
advantage of the military over individuals is less evident. In offensive
information warfare, the differences in capabilities between the mili-
tary and an individual may be much less than they are in the applica-
tions of physical force.?!

Defensive information warfare may turn out to be the distributed
burden of society every bit as much as its military—where all who
use the fruits of the information revolution, civilian or military, must
look after their own protection.22 Where there are state-sponsored

204 point RAND colleague Nancy Moore made to the author from her studies of the
business and management literature.

21Applying large amounts of physical force has tended to be a state-run monopoly,
but even that now seems to be slipping away. In the application of information as a
weapon, the state may not long enjoy a monopoly, even if it once did with state-
controlled radio and television transmitters and printing presses.

22This was presaged by the rising burden upon civil societies to look to themselves for
protection from criminal violence. That burden can no longer be carried almost
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information attacks upon U.S. infrastructures, it is to be expected
that the responses might come from the military, but not necessarily
in like kind. Just as state-sponsored terrorism has brought about
responses with military strikes, so too state-sponsored information
attacks might bring about responses in the form of physical force.
Where information attacks come from individuals or nonstate actors,
it is not at all clear that the American military would be involved
unless its own infrastructures were the target.

So, the involvement of the American military in information warfare
beyond what it has been in the 20th century—in signals intelligence,
electronic warfare, jamming, spoofing, etc.—is not at all obvious
until and unless the enterprise of the military in the 21st century is
more thoughtfully discovered and agreed upon.23 In the meantime,
it might be better to have a 20th-century military preparing itself to
engage in possible 21st-century enterprises than it is to have a 21st-
century military preparing itself to engage in important but
infrequent 20th-century enterprises.

THE FUTURE ENTERPRISE OF THE MILITARY

To anticipate what the future enterprise of the American military
may be in the early 21st century, it may be helpful to look at its past
enterprises during the 20th century. This century has seen the
American military preoccupied with at least six different enterprises
at different times, sometimes reverting to an earlier enterprise. At
any given time, several of these six enterprises were usually
detectable, but only one at a time, dominated the American military
as its primary purposeful activity. The six enterprises are as follows:

entirely by the state, as it was before the information revolution and demography
transformed societies and diffused the power of violence into the hands of individuals.

2Thereisa tendency for managers to be impatient with the question of enterprise, so
they can get on with the more comfortable questions of effectiveness and efficiency in
known enterprises. Peter Schwartz provides a case study of the management of Royal
Dutch Shell, in which strategic planners succeeded in getting the managers to slow
down and focus on the question of enterprise. The happy result was that Royal Dutch
Shell went through the oil crisis much better than its competitors because it was
prepared to change its enterprise from oil production to oil brokering. See Schwartz
(1991).
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Providing constabulary capabilities. For the first 15 years of the
20th century, the new empire of the United States—from the
Caribbean to the Western Pacific—saddled the American military
mostly with constabulary duties: putting down rebellions
(Philippines), chasing bandits (Mexico), and providing military
governance (Dominican Republic). Constabulary duties reap-
peared as highly visible activities in the 1920s (Veterans’ riots,
Dominican Republic) and in the 1990s (Los Angeles, Haiti,
Bosnia), but they did not once again become the primary purpose-
ful activity of the American military that they had been at the
beginning of the century.

. Mounting an expeditionary force. The two world wars and the

Korean, Vietnam, and Guif wars preoccupied the American mili-
tary for only 17 years of the 20th century. Although those periods
are remembered most for the fighting of the forces, the prepon-
derance of the military activities were centered on mounting the
expeditionary forces, not the briefer periods of sometimes intense
fighting.2¢ Now, in the aftermath of the Cold War—through the
Base Force, the Bottom-Up Review, the Commission on Roles and
Missions, and the Quadrennial Defense Review—most of the
American military would make preparing to mount two expedi-
tionary forces for fighting two major regional contingencies its
primary purposeful activity.

. Keeping the military arts and sciences alive. The desperate chal-

lenge of keeping the knowledge base and cadres for a functional
military was the dominant preoccupation of the American mili-
tary during the 18-year interlude between the two world wars.
Any rereading of that historical period provides vivid accounts of
the struggle to find enough funds to develop modern weapons
sufficient even to practice new doctrines and tactics.25 Old
newsreel footage of field exercises showing trucks marked as
“tanks” in lieu of sufficient tanks is a sad testimony to the times.

24A¢ an extreme example, the Gulf War involved more than six months of deploying
substantial forces into the Gulf, while the actual fighting lasted only six weeks or four
days, depending upon whether one refers to the air or the ground war. The logistical
efforts in supporting our other wars were also prodigious by any measure except the
loss of lives.

25gee, for example, Van Tol (1997).
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4. Providing a deterrent. For at least 20 years, the American military
was dominated by the activities associated with building and
deploying its nuclear deterrent forces after the beginning of the
Cold War. This continues to be an important activity even today,
but it ceased to be the primary purposeful activity of the American
military after the Vietnam War began in earnest. It was displaced
by a series of other enterprises, right down to the present.

5. Providing a forward defense. After the Vietham War, the
American military turned its attention back toward the Cold War,
but this time the primary purposeful activity was providing a for-
ward defense in Central Europe rather than relying on a nuclear
deterrent—which seemed to have dead-ended in a stalemate. The
United States had provided a forward defense on the Korean
Peninsula since the 1950s, but it was not the primary focus of the
American military. However, all of the American military, includ-
ing the Navy and Air Force, turned its attention to defending for-
ward in Europe as its principal activity for the 15 years from the
end of the Vietnam War to the end of the Cold War.

6. Providing a global presence. After the end of the Cold War, for-
ward defense melted into a forward presence. The Navy
embraced this activity because it was quite close to naval activities
under other names; more importantly, this activity supported the
force structures for the Navy’s most cherished units, the carrier
battle groups. The Air Force tentatively tried to adopt this “cash
cow” in arguing that air and space forces could provide a “virtual”
global presence, because of their speed or omnipresence, but
hedged its bet with the development of an “Air Expeditionary
Force.” The Army, with the politically mandated drawdown of
European forces and without sufficient independent means for
mobility and a global presence, focused its enterprise on mount-
ing an expeditionary force.

These six enterprises constitute the past, but they do not exhaust the
possibilities for the future. At least two other purposeful enterprises
have lurked (but never dominated the American military) during the
20th century:

1. Defending the homeland. Homeland defense, as an issue and an
activity, was evident several times in the 20th century—in the first
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half of the century, when the Navy considered itself as the first line
of defense and when coastal artillery was in vogue,?® and again in
the second half, when air and missile defenses (including the
Strategic Defense Initiative) became salient issues.

2. Maintaining a mobilization base. Today, maintaining the mobi-
lization base mostly means keeping the weapon industry alive and
healthy. But for the first half of the 20th century, it also meant
keeping the training infrastructures and manpower reservoirs.
These issues have sometimes been of acute concern, but they
have seldom risen to dominate the American military’s purposeful
activities.

What of the future? As the 20th century closes, it is clear that the
enterprise of the American military—its primary purposeful activ-
ity—is being prepared to mount an expeditionary force. That the
United States has had to do so five times in this century is enough to
make that enterprise plausible, and its force-structure demands
obviously make it attractive to the military as a peacetime enterprise.
But this is largely a self-selected enterprise—one that the nation has
never before supported in peacetime for any lengthy period.2?
Competing societal demands for budget resources remain unre-
solved—although they may be deferred by a healthy economy as we
approach the end of the century. The real question is whether that
enterprise—attractive though it may be—will be sustained by the
American society into the 21st century. If it can be, the applications
of the information technologies to the present enterprise may indeed
be a pertinent challenge for the American military as the information
revolution crests.

Some, including this writer, have argued that the enterprise will
change because of the information revolution’s transformation of
societies and economies and, hence, the nature of conflict—the sub-

26For a brief period, the Army Air Corps tried to justify the development of its first
long-range bombers for coastal defense. (See Builder, 1993, p. 76.)

27After the two world wars, the American military was rapidly demobilized. President
Eisenhower demobilized more forcibly after the Korean War in favor of providing a
deterrent. The demobilization after the Vietnam War and during the Carter adminis-
tration was reversed by the so-called Reagan buildup, the final Cold War initiative of
the 1980s. Whether the American military will once again be demobilized after the
Cold War is the other shoe, not yet dropped.




The American Military Enterprise in the Information Age 41

sidence of nation-state warfare with regular forces and the rise of
nonstate and intrastate conflicts brought about by the globalization
of information and commerce. If so, the enterprise might shift
toward providing constabulary capabilities for a more disorderly
world or, alternatively, toward defending the homeland from terror-
ists, criminals, and rogues, either outside or within our borders.

Another possibility, raised by those looking to a revolution in military
affairs instigated in large part by the information revolution, is a
return to circumstances similar to the interlude between the two
world wars, “largely peaceful decades but also periods of change and
debate in military technology and strategy.”?® If so, the enterprise
might be characterized, as it could be in the 1920s and 1930s, by
keeping the military arts and sciences alive or even maintaining a
mobilization base in the face of rapidly changing technology and
concepts of operation.

Of the eight enterprises considered here, the cresting information
revolution would not seem to portend a return to the enterprises of
providing a deterrent or forward defense as a primary purposeful
activity. Both have their saliency in the collisions of powerful,
autonomous nation-states, circumstances that may have reached
their apex in the 20th century and the Cold War and that are now
ebbing under the onslaughts of the information revolution. States
can be deterred because they have something to lose, but many non-
state actors have little to lose and may, therefore, be very difficult to
deter. Forward defense seems likely only if the survival of the nation-
state is ultimately at stake—a prospect that seems unlikely in the
absence of another Cold War. Providing a global presence could
become the enterprise of the American military in the 21st century if
the United States pursues the role of global policeman, but that role,
too, is likely to be eroded rather than enhanced by the effects of the
information revolution.

The more important point to be made here is not which enterprise
will dominate the American military in the 21st century—something
that will remain arguable even after the fact—but whether the
extraordinary effects of the ongoing and cresting information revo-

28This is a view attributed to Andrew Marshall, Director of Net Assessment. (See
Gigot, 1997.)
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lution are likely to change the current enterprise of the American
military. If the answer is yes, the change in enterprise almost cer-
tainly will be the most important consequence of the information
revolution for the American military, not the application of the
information technologies to its existing enterprise.

In sum, the most important effects of the current information revo-
lution for the American military will probably not be new tools for
fighting traditional kinds of wars—the old enterprise or business—
but serving a changed society that has new and different expecta-
tions, assignments, and support for its military. The challenge the
information revolution poses for the American military is not so
much applying the new technology as anticipating the new enterprises
that might arise as it is tasked by a society transformed by the infor-
mation revolution in a politically and economically transformed
world.
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Chapter Three

RIGHT MAKES MIGHT: FREEDOM AND POWER IN
THE INFORMATION AGE
David C. Gompert!

INTRODUCTION

Information Technology and World Politics

The locomotive of change in the new era of world politics is informa-
tion technology. It propels reform and globalization and is increas-
ingly crucial to national power. It has thus recast the relationship
between politics and power. In essence, military power now
depends on information technology and thus on the openness, free-
dom, and global integration that spawn and sustain that technology.
Consequently, the world’s great powers will be, like the United
States, free-enterprise nations, ruled by legitimate governments,
motivated by shared interests in the health and security of the global
economy, and at least loosely united against threats to those inter-
ests from lesser states and nonstate actors.

National power and standing will remain important, both as facts
and ambitions. But the great powers will all be within the core politi-
cal economy and will thus be partners, not rivals, of the United States
and of each other. Their growing economic integration, unprece-
dented in kind, will make hegemonic struggles a high-cost, low-gain
diversion from the pursuit of common core interests. Countries that
remain closed and apart from the core, including those that are hos-
tile to the core and its interests, will find it increasingly difficult to
acquire or develop the information technology necessary to achieve
modern power. Simply put: U.S. adversaries will tend to be weak;

LThis paper is a shorter version of Gompert (1998).
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U.S. friends will tend to be strong; and strong states will tend to be
friendly.

Such a state of affairs could be considered optimistic, even utopian,
were it not roughly the situation today: The military superiority of
the United States is, in large part, a consequence of its lead in infor-
mation technology, which results from its economic and political
openness. Thus, the strongest democracy is the strongest power.
The other leading democracies, Japan and the European Union (EU),
trail only the United States in most important measures of actual and
potential power.2 Yet the three are essentially as congenial now as
they were when Japan and Europe depended vitally on U.S. protec-
tion during the Cold War.

Thus, today’s greatest powers are democratic, integrated economi-
cally, in harmony, and predisposed to confront common problems
jointly. The view here is that this pattern will hold true generally,
increasingly, and perpetually, owing above all to the effects of the
information revolution. The need for and effects of information
technology will cause aspiring great powers, historically a source of
instability, to gravitate toward the interests and openness of the
United States and the democratic core, rather than to challenge
them. Consequently, the multipolar relationship among modern
great powers will feature collaboration, common stakes, and
compatible purposes, rather than hegemonic struggle, balance of
power, and pecking-order politics. Post-Cold War relations among
the United States, Japan, and the EU provide the model for relations
among modern great powers generally.

The most important question in the new era is whether China’s
emerging power and strategy will conform to that template. The
thesis here, applied to that particular question, is that China’s
paramount ambitions—stability and greatness—require reform,
integration, and concert with the established powers. There is no
other way to master the dominant technology, without which China
cannot succeed.

2The EU has the world’s second-largest and best concentration of military power and
the largest economy. In addition to being the closest technological rival of the United
States, Japan could become a world-class military power within a short time of any
(highly unlikely) decision to do so.




Right Makes Might: Freedom and Power in the Information Age 47

Even giant states that reject the core’s interests and values, though
potentially dangerous, will be chronically undernourished in the
technology that counts the most. They will therefore lie outside not
only the global economy but also the power structure of world poli-
tics. Such outlying states can still carve out military niches, disrupt
international security, and defy even the United States in some cir-
cumstances. The broad-based military superiority of the United
States and other democratic powers will not ensure complete, per-
manent security. But states that seek self-sufficiency or oppose the
core’s interests and values will find it much harder than it is for the
great democracies to build and use modern military power, which
increasingly depends on wider success with information technology.
Consequently, the ability of such states to undermine international
security will be limited, and the risks facing them will be great should
they try. Instead of might making right, we will discover that right—
as in open and free—makes might.

The underlying reason for the emerging convergence between
democracy and power lies in the nature of information technology:
It comes directly from and adds directly to human knowledge. Once
thought of as a utility in need of regulation—at least in its telecom
origins—it has proven to be the best way to tap human potential,
especially if unregulated. Older technologies—metal bending,
machine propelling, atom splitting—have been conducive to state
power, even to coercive state power. But information technology is
linked to the inventiveness, freedom, aspirations, and irrepressibility
of the citizen. If anything, state power, in its traditional sense, can
only retard this technology. The information revolution both liber-
ates and requires liberation. As the U.S. experience shows, the freer
the market, the greater the level of performance that information
technology delivers.

Information technology has already revolutionized industrial opera-
tions. Information technology enables corporations to operate
worldwide systems of production, distribution, and finance that form
the anatomy of the integrated world economy. Consequently, U.S,,
European, and Japanese firms are investing wherever their technol-
ogy has the best match with local labor. Thus, on a global scale,
information technology thrives on open markets and boosts effi-
ciency, productivity, and prosperity.
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In the military realm, those who master information technology have
the potential to multiply the lethality and mobility of their armed
forces, such that they can trade in mass for quality and come out way
ahead. To a far greater degree than mechanical technologies, infor-
mation technologies can yield enduring military advantages only if
they are flourishing in the economy and society at large. For the
most part, the key technologies for the military—microelectronics,
data networking, and software—are driven by the volume and
requirements of civilian markets. Indeed, after the initial years of the
“computer revolution”—the 1950s and 1960s—the military sector,
even in the United States, has lagged the rest of the market, in part
because it is sluggish, more rigid, and less open than other sectors
and in part because it has become a relatively small segment. Only
with vibrant private sectors and integration in the world economy
will countries, however large and populous, be able to reap the
benefits of the information revolution in military affairs and in their
larger societies.

Implications

This reasoning, if right, has a bearing on how to regard the United
States and the world’s other current and future powers, especially
Japan, the EU, and China.3 The strength of the United States is not a
transitory phenomenon of the immediate post-Cold War period but
rather a natural result of the U.S. lead in exploiting the information
revolution. Japan and Europe also satisfy the conditions of success
in information technology—freedom and integration—and have the
economic performance and military potential to show for it. Yet
there is little danger that they will become America’s strategic rivals,
despite their size, the absence of a major common adversary, and
their reduced security dependence on the United States. There is no
hint of interest in a hegemonic challenge—if anything, the greater
danger is that they will be free riders. As the stake Japan, the EU, and
the United States share in the health and security of the integrated
core economy increases, their cooperation ought to deepen. All

3India could also become a power of this magnitude. But it will not get as much
attention in this chapter because it does not appear to be on a collision course with
the United States.
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three democratic powers have an equity, figuratively and literally, in
each other’s success.

As for China, its growing investment in and reliance on information
technology will intensify pressures for further economic and political
liberalization. If and as the Chinese state yields to these pressures,
China will be drawn ever more closely toward—indeed, into—the
core of democratic powers and the interests that motivate them.
Alternatively, a stubbornly authoritarian, nationalistic, and self-
sufficient China will find it hard to become competitive in the domi-
nant technology, on which both its economic prospects and future
military power increasingly depend. China can become a modern
world power or can reject the ideals and oppose the interests of the
core, but it cannot do both.

Fear in the United States of China as a powerful, authoritarian, hege-
monic challenger ignores the analysis that power requires informa-
tion technology, information technology requires freedom and inte-
gration, and freedom and integration create a community of values
and interests. Obviously, China will not be a replica of Japan or
Western Europe. Neither will it adopt all of America’s ways and
beliefs. But as China’s mastery of information technology and its
power grow, so should its identification with the interests of the core
and thus its qualifications and disposition to become a genuine
partner of the United States and a creator of regional and global
security rather than of insecurity.

While the prospect of partnership among the world’s powers, estab-
lished and rising, offers great hope to the United States and to global
security, there are pitfalls and countervailing trends. Openness pro-
duces not only strength but also vulnerability. Societies that enjoy
political and economic openness, rely on the sharing of information,
and are integrated into the world economy are inviting targets for
states or groups that oppose them. Democracies might lack the will
to pay for military power or the nerve to use it when threatened.
Moreover, by networking communities of interest and bypassing ver-
tical authority, the information revolution is eroding hierarchies of
all sorts, including democratic nation-states. Finally, so rapid and
uncontrollable is the spread of information technology, thanks to the
integration and enlargement of the global economy, that even closed
states can acquire and use it for military purposes.
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Granted, these factors will limit the power and security of even the
most powerful nation-states. But this chapter’s thesis is not that
powerful states will be invulnerable or necessarily dominant in world
affairs. If anything, the symbolic and operational utility of national
power, including that of democratic states, will be less in the infor-
mation age than it was in the industrial age. But the thesis here is
that the most powerful states will be at least loosely aligned behind a
common strategic and political outlook and that states, however siz-
able, lacking that outlook will encounter difficulty creating and using
the dominant economic and military technology.

The thought that freedom and integration promote security is not
new. Neither is the idea that democracies do not wage war with each
other. (Doyle, 1986; Ray, 1995.) The argument that integration
engenders common interests, promotes cooperation, and dampens
conflict is also familiar, though less widely accepted, mainly because
of the contrary example of European interdependence in the decades
before World War I (more on that later). The new idea here—adding
the spice of information technology to the curry—is that democra-
cies have the inherent potential to be more powerful than other types
of states, which was not the case when states could wield industrial
power.

For these ideas to be right, several propositions—mere assertions
thus far—must be valid. First, competitiveness in information tech-
nology depends on economic and political freedom and on integra-
tion into the core. Second, military power and other forms of
national power depend on broad-based competitiveness in the cre-
ation and use of information technology. Third, integration into the
core creates shared stakes that eclipse, or at least qualify, power
politics and point toward a democratic commonwealth of interests
and values. The remainder of this chapter will examine these
propositions.

INFORMATION TECHNOLOGY NEEDS FREEDOM

Knowledge and Economic Freedom

Success in creating and exploiting information technology depends
on economic freedom. The two most important stages in the lives of
most information technologies are invention and practical applica-
tion. These stages are especially dependent on healthy market forces
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and financial returns; government infringement, opposition, or con-
trol at either end retards the technology.

Creativity and freedom in invention and use have not been this cru-
cial in every industry: In steelmaking, for example, the economics of
gathering ore and coal and of manufacturing are key; in nuclear
power, fault-free engineering and operation are what matter most; in
consumer products, success depends above all on distribution. But
as we can already see from the explosion of new ideas, products, and
services in the decade since the deregulation of the U.S. telecom-
munications industry, the combination of invention and applica-
tion—of science and market—provides the combustion for the
information revolution.

The prospect of handsome profit in return for high-value innovation
is critical in attracting the talent and justifying the risk-taking
required in the discovery and design of information technology. In
addition, the development and introduction of new information sys-
tems and services require large, efficient, and venturesome capital
markets. Therefore, returns commensurate with value and risk are
needed to stimulate both invention and investment. Such incentives
have not been and cannot be well replicated in a state-dominated
economy. Even if vast public resources are garnered and invested in
these technologies, a closed system has no way of emulating the
extraordinary, continuing growth in valuation, capitalization, and
income for reinvestment that has accompanied the expansion of the
information technology industry in the capitalist democracies.

State resource allocation, ownership, control, and planning, even if
meant to provide the spark of innovation, will more likely extinguish
it. It takes the price mechanism of a free market to keep up with the
fast pace at which information technology is able to create new
applications and reduce costs. The information market has a vora-
cious appetite, demanding the next course before it has digested the
last. No sooner does a market segment seem saturated (mainframe
computers, for instance) than it transforms itself and demands a bet-
ter technology on an even greater scale (distributed processing).
Because of flexible design, versatile components, malleable software,
and open connectivity standards, new products and services can be
created, brought to market, and incorporated with astonishing
speed. Neither producers nor consumers in this market have
patience for government regulation. No major industry has devel-
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oped a stronger aversion to state interference. The spread of e-mail
and the Internet has occurred well beyond the reach, speed, and
competence of the state.

Scale is as important as quickness in achieving competitiveness in
information technology. Large commercial and consumer markets
are needed to generate the revenue required to justify and afford the
high research and development costs inherent in this industry.
Absent such markets, military and other state needs are much too
small to cover these costs. For want of a market, the Soviet Union
was unable to compete in information technology despite its seem-
ingly immense defense sector. In contrast, Japan, with a diminutive
military sector, has had great success. The U.S. military market now
makes up just 2 percent of the demand for information technology in
the United States, down from 25 percent in 1975. While U.S. armed
forces still require some customized technology, they have come to
rely heavily on the broader information market: the public tele-
phone network, common integrated circuits, everyday computers
and data networks, and standardized operating systems.

Even as small, open states, such as Taiwan and Hungary, can find
niches in the world information technology market, the investing
firms’ home countries—the United States, Japan, and Western
Europe—also stand to benefit from the spreading of their technol-
ogy. In addition to new markets and the income stream flowing back
to headquarters, globalization expands the capabilities, especially
the human capital, to which the great economic powers have access
and over which they have continuing control, because they generate
most new technology. The conventional wisdom that the diffusion
of technology leaves the transferring state worse off is mistaken. The
export of their own technology has strengthened the information
industries of Japan and the United States and thus the countries
themselves, given the importance of their information industries.

Economic freedom both furthers and is furthered by participation in
the global economy. Such participation requires data communica-
tions for dispersed yet integrated operations. It provides pipelines
for the latest innovations and applications. Despite the efforts of
governments to control technology transfers, there is a growing, free-
flowing transnational pool of information technology, not tightly
restricted to but concentrated in the integrated core economy, where
nearly all advanced value-added production occurs. (Vernon and
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Kapstein, 1991.) Countries lacking economic freedom will have diffi-
culty integrating, owing to their exclusion from the world trading
system and to inhibitions on the part of foreign investors. Conse-
quently, their access to the pool of information technology will be
constricted.

In light of their indigenous deficiencies and investor disinterest,
states without free markets will be forced to try to import advanced
technology, legally or otherwise. While this is feasible for some other
technologies—the ones required to make and launch weapons of
mass destruction, for instance—it is not feasible, broadly speaking,
for information technology. Most information products and services
work well only when embedded in a society whose skills and infra-
structure are undergoing a larger information revolution. These
technologies are increasingly interdependent, especially as computer
networking expands; parts are of limited utility. What good are
desktop computers without networks and a steady diet of software
upgrades? Information technology is constantly being modified,
enhanced, and overtaken by better ideas, leaving importing states to
engage in an expensive and never-ending game of catch-up.

Of greatest concern, obviously, is that states that shun free markets
might nevertheless be able to acquire particular information tech-
nology for military purposes. But, of course, the more ambitious
those purposes, the more technology they need. Since the technol-
ogy is virtually impossible to partition and control, the more of it
such states acquire, the greater the likelihood that they will end up
weakened or transformed. Economic openness, integration, and
information technology travel together and are a juggernaut of
progress when they do.

The information revolution has figured centrally in the accelerating
expansion of the world’s free-market core—spreading ideas, permit-
ting global operations, improving the output of human capital in
much of the developing world, and facilitating the investment that
has extended capitalism’s reach over the last two decades. Through-
out this process, the enhancement of economic freedom has enabled
emerging nations to attract investors and to acquire, use, and even-
tually produce information technology.

But is history since 1980 or so a guide to the long-term future? Will
economic freedom remain a prerequisite of national success in per-
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petuity, if and as the information revolution turns into a more stable
information age? Or could it be that the need for creative stimulus
and freedom in the invention and application of information
technology, so evident today, is not a function of the nature of the
technology but of its youthfulness?

After all, invention was where the action was early in the industrial
age, too. Perhaps, in a less revolutionary future, production meth-
ods, industrial management, or distribution will come to dominate
the information age, as occurred when the industrial revolution
matured. If so, it could be that the edge now held by open-market
states in spawning, financing, and applying new ideas could fade as
this revolution settles into a more steady state. Conceivably, capital-
ism’s phenomenal success in recent decades—perhaps democracy’s
too—might be a temporary phenomenon reflecting its peculiar effi-
cacy in launchingthe information revolution.

But recall that economic freedom is critical in both the creation and
use of information technology. Thus, there is no reason to expect a
lessening over time in the importance of free markets in sustaining
an edge in information technology. An open economy requires dis-
tributed information for its private companies to operate, especially
as they themselves become decentralized and more interactive with
their suppliers and customers. Large private enterprises have
become the most sophisticated users of information technology,
demanding the best to enhance their own strategic competitiveness.
They provide the essential leading edge in challenging the industry to
furnish better hardware, software, networks, and services. In addi-
tion, extensive and modern backbone telecommunications, with
gateways to the global network, are a requirement of a vibrant pri-
vate sector. In contrast, closed economic systems lack private
enterprises whose appetite for information technology stems from
the urge to compete, cut costs, and increase profits. Governments do
not express such demands.

Thus, the nature of this technology, not just its stage of development,
favors open economic systems. The nature of heavy mechanical
industry lent itself to state involvement. The nature of atomic power
required it. But information technology contradicts the purposes
and can weaken the props of state economic power. The main eco-
nomic uses to which information technology is put—distributing
information, decentralizing functions and decisionmaking, creating
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horizontal links, improving producer-consumer contact, sharpening
external awareness and adaptability—correspond with strong mar-
ket forces. Even if the supply of information technology becomes
less dependent on economic freedom over time, the demand will
not. Therefore, we should expect capitalist systems to retain their
advantage through the information age.

Knowledge and Political Freedom

Success in creating and exploiting information technology also
depends on and fosters political freedom. As we were taught in
introductory civics, access to information, via as many media as
possible, is a precondition for accountable government and effective
democracy. In turn, the free flow of information amplifies demo-
cratic demands. Recent research confirms a strong causal link
between the availability of communications and the expansion of
political freedom in the wake of communism.4

Dictators who try to control information freedom, lest it weaken their
grip on power, clearly understand the connection (without having
read the research). The world’s most oppressive states—North
Korea, Iraq, Cuba, Libya, Syria, and Serbia—are also those most
determined to monopolize and manipulate information. The avail-
ability of information technology, whether or not sanctioned by the
state, spreads news and opinions about what is happening both
inside and outside the country, which for most dictators can only
hasten involuntary retirement.

Looked at from the opposite direction, a climate of intellectual and
personal freedom is important in encouraging breakthrough ideas,
which are especially critical in information technology. True,
authoritarian states can cultivate, pamper, and even motivate
scientists and engineers whose inventions serve “the cause.” But the
speed with which the vaunted science and technology establishment
of the former Soviet Union collapsed demonstrates the fragility of
state-controlled science in the information age.

Intellectuals, including those of science and of letters, demand intel-
lectual freedom. Intellectual freedom, in turn, gives rise to insistence

4Christopher Kedzie of RAND did work on this in 1996 in the context of what he calls
the “dictator’s dilemma.”
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on the right to question the ruler, the ruler’s policies, and the very
system of government. It is difficult, arguably impossible, for a
regime to pigeonhole individual freedom and political freedom for
long. Conversely, a state’s refusal to embark on genuine political
reform will, in due course, become an impediment to the successful
creation and use of information technology, thus limiting its eco-
nomic and military potential.

The prompt and unrestricted use of new information products and
services, characteristic of open political systems, increases the
expected financial return on both innovation and capital. The digital
network, the personal computer, cellular telephony, and the
Internet, all of which required hefty investment in the face of market
and technical risk, have relied on confidence that the government
would not interfere in the market or restrict use. The growth of Web
browsers would hardly be as rapid as it is if industry feared that gov-
ernment might crack down on the Web. In addition, the free sharing
of ideas, a hallmark of democracy, is important in disseminating and
thus making full use of the latest information technology. The fact
that the first Chinese magazine about the Internet had to begin
underground underscores the contradiction between the urge to
spread the technology and the urge to police it.

The link between democracy and information technology is not
transitory. Attempts by government to restrict the international
diffusion of information technology have been largely futile. Over
the past several decades, the industry has eagerly spread its know-
how as part of the competition for global markets. So, mastery of
these technologies ought, in principle, to be widespread. Yet nearly
all of the new information technology generated today still comes
from the democracies that account for less than one-fifth of the
world’s population. And other societies that are beginning to use
and produce information technology are, for the most part, also
democratic. The pattern is too strong to be accidental.

Economic Freedom and Political Freedom

Free enterprise breeds political reform and, eventually, accountable
government. In Asia, for example, nearly all of the emerging free-
market nations are democratizing. Empirical research confirms that
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marketization, the process of moving from a centrally controlled
economy to a free market, provides the conditions necessary for
fostering democracy and the means by which the citizenry can
establish this system of government. (Ravich, 1996.)

The growing middle classes of the emerging societies demand politi-
cal rights to go with their economic freedom. Authoritarian regimes
have had little success at satisfying, or buying off, the new economic
classes with prosperity. Give a person the chance to make money,
and he will want more, not less, freedom to use his earnings as he
wishes, to go where he pleases, to say what he wants, and to criticize
what he dislikes.

With marketization, the government becomes an economic backwa-
ter, the guardian and paymaster of uncompetitive state enterprises.
As the economic power of the state shrivels, so does its ability to
resist pluralist demands and political reform. Its ability to provide
public and social service is weakened. As it loses its economic legit-
imacy, its lack of political legitimacy invites more determined oppo-
sition.

Economic freedom, as already noted, goes hand in hand with inte-
gration in the international economy, leading to exposure to foreign
goods and services, customers and suppliers, management know-
how, and liberal political notions. These exposures encourage the
challenging of undemocratic government. Attempts to create a dual
economy—part open, part not—can work only for a while, since the
open part will become noticeably more prosperous, and seditious
ideas from abroad will take hold there and seep into the rest of the
society. Fidel Castro’s misgivings about freeing up part of Cuba’s
economy, as Cuban reformers advocate, suggest that he has a nose
for these risks.

Direct support for dissidents or embryonic democratic institutions is
increasingly available both from the governments and nongovern-
mental organizations of the democratic core, thanks to (what else?)
information technology. The penetrability of even self-isolated soci-
eties is growing, especially when sophisticated transnational “civil
society” groups make it their business to network with the
oppressed. Determined despots can combat this porosity only by
resorting to more severe oppression and to economic self-isolation.
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The price of resisting democratic pressures—deprivation and popu-
lar hatred—is rising.

While undemocratic states are capable of instituting capitalism, they
are generally less good at it. Even if they condone economic free-
dom, undemocratic states hardly offer a climate conducive to the
individual initiative needed for success in creating and applying
information technology. Moreover, the durability of undemocratic
free-market states is doubtful. Pinochet’s Chile was often men-
tioned—auntil Chile became democratic. Singapore is the most
commonly cited example, but it is too small and idiosyncratic to
support any generalization. Chinese elites admit that political
reform—indeed, some recognizable form of democracy—cannot be
postponed indefinitely if China’s success is to continue. Their fore-
cast that this will occur over many decades—Jiang Zemin recently
prescribed democracy for China in 50 years—might underestimate
the difficulty of inoculating free enterprise against free politics. Even
now, though obscured by China’s poor human-rights record, politi-
cal openness and representative government are spreading at local
levels, and the appetite of Chinese citizens for freedom is unlikely to
be satisfied by just a taste.

History will settle whether marketization produces democratiza-
tion—though recent history suggests it does. The point is germane
but not critical here. Even an undemocratic state that integrates into
the core economy, yet remains undemocratic, will come to share the
bulk of the interests of the great democratic powers even if it does not
also subscribe to core values. Those already integrated into the core
are largely motivated by a set of common economic interests: the
security of world energy supplies, the smooth functioning of global
markets, the institutionalization of free trade, and common
approaches to transnational challenges. A distillate of current U.S.
global strategy reveals a preponderant economic motivation, with its
concentration on East Asia, Europe, and the Middle East; its relent-
less drive to open markets; and its willingness to project power to
ensure access to petroleum. Although America’s closest and best
partners have been other democracies, it usually can also count on
less savory states that share its material interests. As the world eco-
nomic core integrates and expands, it acquires collective interests
that will animate the behavior of all who participate, be they politi-
cally open or not.
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NATIONAL POWER NEEDS INFORMATION TECHNOLOGY
Information Technology and Military Capabilities

This chapter’s second proposition is that military power, and other
types of national power, depend increasingly on broad-based com-
petitiveness in the creation and use of the dominant technology. If
this is true, in conjunction with the first proposition, power will come
more easily and be more sustainable for states whose economic and
political freedoms and integration in the world economy make them
more competitive in information technology.

Information technology is becoming the most important factor in
military operations and power. The centrality of information tech-
nology in military capabilities is now recognized in the two most
definitive recent statements on U.S. defense strategy: the Report of
the Quadrennial Defense Review (DoD, 1997a) and Joint Vision 2010
(DoD, 1997b). Until recently, the U.S. military was applying informa-
tion technology to improve at the margin its traditional ways of
fighting and managing. Like many private enterprises before, it is
only now beginning to change its ways, the better to realize the new
technology’s promise.

As military forces and operations exploit the information revolution,
the very measures of military power will change. The sizes of armies,
the heaviness of armored forces, raw numbers of combat aircraft and
ships, and atomic megatonnage will matter less in the new era. The
performance—accuracy, reliability, lethality—of individual weapons
has been enhanced by microelectronics, but their real value will
come from networking them together. Improved data communica-
tions can now combine sensors, platforms, weapons, and command
into far more potent capabilities than those of high-performance
systems used independently.

The ability to use weapons, sensors, platforms, and other military
systems in conjunction with one another depends on elegant but
rugged command, control, communications, computing, intelli-
gence, surveillance, and reconnaissance (mercifully, “C4ISR”). The
side with C4ISR superiority—"“information dominance,” in the jargon
du jour—can track its adversary’s every move, see and direct its own
forces, and largely determine the course of the conflict.
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Information technology is eliminating the inverse relationship
between range and accuracy, and thus lethality. Combined with the
improved ability to find and follow enemy units, such lethality per-
mits rapid and systematic destruction of the enemy’s whole force
and war infrastructure. The need to fly manned aircraft into enemy-
controlled air space to do this job is declining, as accurate standoff
weapons can be used to destroy any target and as unmanned vehi-
cles are developed.

Small, light ground units with large arsenals of affordable precision-
strike munitions borne by remote platforms at their command can
pack a heavy offensive punch. Using “swarm” tactics, they will be
more than a match for much larger but slower enemy forces and
permit quicker deployment and reduced logistical demands, all
thanks to the improved lethality and connectivity provided by infor-
mation technology. These capabilities will expand the ability of
those possessing them to project power, strike with impunity from
any distance and direction, render an adversary defenseless, and
achieve decisive victory, all with lower casualties. Tactical opera-
tions could be fought from strategic distances. Mechanized aggres-
sion could go the way of the cavalry charge.

Information technology has also brought within reach the elusive
goal of joint warfare, which provides enormous combat advantages
over those who lack it. Instead of waging segregated warfare among
ground-, sea-, and air-based components, “jointness” unifies forces
to carry out decisive operations. Potentially, any capability from the
entire integrated force, depending on priorities, can be brought to
bear on any component of the enemy’s force, but not vice versa. As
options multiply, the adversary’s hope of defending its forces and
infrastructure fades.

Using private-sector information technology and methods, defense
logistics are becoming leaner and quicker. American military leaders
and critics still lament the difficulty of restructuring and shrinking
their huge support establishment and inventories. But at least they
have reached the foothills of this mountain chain. Most other mili-
taries remain far behind, encumbered with calcified support estab-
lishments that drain resources and hamper operations as much as
support them. Information technology also offers the possibility of
streamlining procurement, improving resource management, sharp-
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ening training (e.g., with simulations), and enhancing productivity
throughout the defense establishment. In sum, both “tooth” and
“tail” are undergoing transformation to exploit the information revo-
lution.

Information technology, physically defined—hardware and software,
devices and systems—only partly accounts for U.S. military superior-
ity and for the inherent advantages of open societies. The quality of
American military personnel, on the rise since the end of the
Vietnam War, is an equally towering strength. While quality encom-
passes a bundle of aptitudes and education, more and more it
emphasizes skill in “knowledge” tasks and technologies. An ample
supply of high-quality information-oriented people has become a
critical ingredient for military excellence, and it is more readily found
in free-market economies and open societies (not only the United
States) with ubiquitous information technology. A state-dominated
system might be able to make, buy, and use this or that weapon sys-
tem, but it is condemned to make do with inferior personnel and an
industrial-age military establishment that will severely limit its
power. Democracies are more capable of providing both the
“machine” and “man” components of information power in military
affairs. -

Even though the United States is transforming its forces, structures,
and doctrine to exploit information technology, it does not automat-
ically follow that other states must mimic this approach to pose mili-
tary challenges. North Vietnam, by analogy, understood the weak-
nesses of U.S. strategy and tactics—not to mention U.S. will—and
did just the opposite, fighting on foot underneath the U.S. long-range
attacks. In the future, reliance on massed platforms in open terti-
tory, skies, and waters will guarantee defeat against information-rich
forces, such as those of the United States. But low-intensity conflict,
the use of dispersed infantry, and hiding are promising tactics
against such forces, and they do not require information technology.
Does the prospect of low-tech asymmetric strategies contradict the
idea that nations must excel in information technology if they are to
avoid being at a military disadvantage?

Fundamentally, no. Bearing in mind that the revolution in military
affairs is still in its infancy, as the application of information technol-
ogy improves, a growing assortment of counterstrategies will fall vic-
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tim to it. Military facilities, stationary troops, and exposed tank col-
umns are the easiest but not the only targets that can be detected,
locked on, and destroyed by increasingly precise, quick, and afford-
able data links and munitions of a joint, information-age force.

This does not exclude the possibility that some hostile state will buck
the trend, shun the dominant technology, and still present a military
challenge. But any state that aspires to regional or global military
power, or that expects to fare well in a military showdown with the
United States, will have to incorporate information technology in-
creasingly into its military capabilities. Other powers that step onto
the playing field preferred and dominated by the free-market democ-
racies will be able to advance only by opening themselves up to the
pressures for reform and freedom that create modern knowledge-
based power.

Freedom as Vulnerability

Pessimists warn that, traditional military power aside, the informa-
tion revolution is posing new security problems that could prove
more severe for open than for closed societies. Because the United
States and its democratic partners are more economically dependent
than other countries on connectivity and computing, they could
become more vulnerable to information warfare, even ending the
sanctuary from hostile attack that they now enjoy. Integration in the
world economy, with its crisscrossing networks, enlarges the risk.

Threats to the democracies’ cyberspace endanger not only the citi-
zens’ quality of life but also their resolve. Americans are ambivalent
enough about projecting power as it is. The prospect of a disruption
of the national economy due to attacks on domestic information
infrastructure could tilt that ambivalence in a distinctly negative
direction, thus emboldening a militarily inferior enemy to challenge
U.S. interests.

Moreover, as the United States and other advanced nations become
more dependent on information technology in their military sys-
tems, they will become more susceptible to information warfare dur-
ing operations. The revolution in military affairs places a bull’s eye
on the C4ISR that is critical to it. In the extreme, the ability of the
United States to project power and to strike at will could be un'gier-
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mined if an otherwise weaker enemy interfered with the links that
network U.S. forces, fuse U.S. sensor data, and permit joint warfare.
Even if the military establishment secures its own dedicated links
and nodes, effective information warfare attacks on the U.S. public
telecommunications network, on which nearly all routine military
traffic flows, could create havoc in a crisis and cripple a major power-
projection campaign.

Given these vulnerabilities, could the economic and political open-
ness of the United States and other advanced democracies become
more of a strategic liability than an asset as the information revolu-
tion unfolds? Probably not. Free-market democracies should be
able to fashion sufficient security, resilience, and redundancy into
their civil and military information systems to avoid being hobbled
by hostile information warriors. Private enterprises, especially large
providers and users of information systems and services, are already
working to improve security, for their own profit-and-loss reasons.
Moreover, we need not have absolute security from cyberspace
invasions; a certain tolerance and toughness should be possible for
an open society that already experiences blackouts, stock market
swings, cable cuts, and traffic jams.

It is even possible that the irregular, unregimented, decentralized,
and adaptive patterns of very open societies will make them more
able than rigid, closed systems to withstand disruptions. Some vul-
nerability will be a fact of life for democracies in the information age.
Yet the countries that are superior in the military application of
information technology also have a greater potential to conduct
offensive information operations. They will hardly be defenseless.
Moreover, the democratic powers should not confine themselves to
responding in kind to information warfare attacks. If they can find
the source—which improved track-back technology will help them
do—they can settle scores with their superior conventional military
strength. -

A more fundamental question is whether we are merely experiencing
a bend in the endless, winding road of military power that happens
to favor the United States and other democracies. If so, the next turn
could benefit despots. With the relentless spread of virtually all
technologies, what faith have we that states and nonstate actors
hostile to the interests of the democratic core will not get weapons,
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perhaps cheap high-tech ones, that neutralize the superior capabili-
ties of the United States and its friends? (See Stavardis, 1997.) After
all, globalization propagates innovation rapidly throughout the
world economy. Arguably, this will flatten out world economic and
technological strength, which could in turn lead to the equalization
of military power, or at least to trouble ahead for any country that
relies mainly on its technological edge for its power.

More specifically, even though the democracies might retain military
superiority based on their edge in information technology, their
ability and will to use their power could be undermined by improved
missiles, mines, and of course chemical and biological weapons in
the hands of hostile states. It would not take a very high forecast of
casualties to deter the United States from taking military action even
against an inferior enemy, especially if no vital U.S. interests were at
stake. Alternatively, if the military role of information technology
were to wane in the next cycle—supplanted, for example, by
weapons of mass destruction or swarms of guerrilla fighters (this
time, Mujahideen instead of Vietcong)—democracies would have no
advantage and perhaps major disadvantages, including the higher
value they place on human life.

Yet these reservations do not negate the essential advantages of mili-
tary capabilities based on information technology: Such capabilities
are more usable than less precise and less discriminating weapons
and reduce the human role in—though never the responsibility for—
international violence. The information revolution in military affairs
makes the use of force easier, more surgical, more refined, and less
costly in lives and treasure. The combination of accurate long-range
weapons and data networks can improve the ability to project power
over great distance, in any direction, at low risk. Information tech-
nology can reduce its possessors’ reliance on massing humans on the
battlefield, whether to fire weapons, man sensors, halt an enemy
army, or mount a counteroffensive.

Even if new military technologies find their way into the hands of
rogues, and even if those rogues master their use (which is prob-
lematic), their greatest value will be to those who need to project
power without heavy losses. Because of their global interests and
public aversion to casualties, the United States and other democra-
cies of the integrated core stand to benefit the most strategically.
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Even as states hostile to the core counter with other capabilities and
tactics, the fundamental point is that superior information can pro-
vide a transcending advantage—one that the countries strongest in
the essential technology will enjoy.

Because open societies hold the lead in guiding and exploiting the
information revolution, they also hold a lead in the military applica-
tion of that revolution. While blind confidence would be foolish, the
rise in the relative power of open societies will not be easily reversed.
The information revolution is not a cycle, but a threshold in human
advancement. Having been introduced to warfare, the ability to
gather, digest, and share information will be crucial from here on—as
defining and permanent as metal and fuel are to machines.

The Changing Profile of Power

Since the end of the Cold War—perhaps earlier—military power has
been overtaken by other, “softer” forms of power in world politics.
(Nye, 1990.) National power includes economic strength and stabil-
ity, industrial output, technological output, savings and investment
levels, market size, infrastructure, exploitable but renewable
resources, education, management competence, and scientific
capacity. Every one of these factors correlates positively and increas-
ingly with human knowledge, not commanded by the state but aris-
ing from the freedot to create, profit, adapt, and challenge the sta-
tus quo. Free-market democracies dominate these categories of
nonmilitary power and are superior in using information technology
and in human talent to achieve their goals. Therefore, the decline in
the importance of military power does not reduce either the impor-
tance of information technology or the democratic advantage.

There is yet another, subtle but increasingly important aspect of
power in the new era: the ability of a system, or society, to sense the
need for change and to adapt. The Soviet Union and what became of
it illustrate the lack of this power, as well as the consequences. In a
world of flux, with the future unpredictable, but surely quite different
from the present, the race will be not only to the swift but also to the
flexible.

The capacity to adapt has many components: technology, systems,
institutions, practices, legitimacy, and of course the freedom to
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change. In any “complex adaptive system,” the ability to assimilate,
share, and act on information is indispensable for successful adapta-
tion.5 This requires excellent internal and external communications,
as well as openness. While the intelligence and policymaking organs
of the state have a role to play, decentralization and privatization of
economic and technological decisionmaking are key, as is the extent
of participation in the world economy. Democratic systems, awash
with information, in touch with the world, and communicating freely
within, tend to adapt well.

Information technology is generally weakening all forms of vertical
authority and strengthening networked communities of interest.
One of the human institutions being weakened is the nation-state
itself. National governments, including democratic ones, are losing
some of their functional and constitutional importance. So even as
nation-state power is concentrating among the free-market democ-
racies, they too will experience losses to nonstate actors, some of
whom could in turn exploit national vulnerabilities. While this is
true, the general erosion of state power will affect most the nations in
which that power has been dominant. The economies, societies, and
technologies of democracies depend relatively little on central gov-
ernment. So states like the United States are less likely to be under-
mined by information technology than those that rely on control
rather than legitimacy and in which economic and technological per-
formance depend on that control.

POWERS AS PARTNERS
Power, Integration, and Common Success

The congruence of freedom, knowledge, and power is no guarantee
of a peaceful world. But it does point toward greater security insofar
as democratic powers are not hostile toward each other and have
military superiority over undemocratic states that are hostile to
them. At a minimum, the risk of great-power conflict—the world-
endangering sort—would be reduced. As the democratic powers

5The notion of a complex adaptive system has been developed principally at the Santa
Fe Institute and RAND, the former more in theory and the latter more in policy
application.
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become more integrated economically, they will become even less
inclined toward confrontation, having little to gain and much to
jeopardize, and will become more inclined toward pursuit of their
common interests.

Rising powers should come to see the world in essentially the same
light. In the information age, they must integrate to rise, and integra-
tion reduces conflict and increases collaboration. As national suc-
cess depends less and less on national power, hegemonic rivalry will
be regarded as pointless and damaging to success. The relative
standing among the principal nations will become less important in
world politics.

The claim that economic integration discourages conflict usually
elicits the reminder that the nations of Europe were interdependent
prior to the outbreak of World War I. This is true, but the relevance
of that history to our future begs examination. An important differ-
ence between then and now is that the old European powers
engaged each other mainly in commodity trade, whereas today’s
integration encompasses vital, high-value-added products and ser-
vices, including information technology. (Vernon and Kapstein,
1991.) Commodity trade can be cut and redirected; dependence on
common crucial inputs cannot.

Moreover, a major arena of economic interest among the powers of
late-nineteenth-century Europe—colonialism—far from dampening
conflict, stoked it. Industrial-age economies depended on the con-
trol of raw materials, valuable land, and trade routes. Britain's
empire and Germany'’s continental preeminence were economically
important and depended on strength—indeed, on relative strength.
Every power’s industrial capacity could be seen as a potential threat,
not a benefit, to other powers. Hegemony could yield real benefits;
- consequently, hegemonic rivalry had a certain logic. The low-value
trade taking place engendered no sense of common economic fate,
let alone common strategic interest. Add the turn of the century’s
cocky brand of nationalism, and the result was a flammable mix of
maneuvering, distrust, and miscalculation that culminated in 1914.
In sum, the old European powers were not truly integrated and saw
each other’s success as a threat to their own. Their trade did not alter
that strategic calculus.



68  Strategic Appraisal: The Changing Role of Information in Warfare

No such competition for colonies, land, or resources—not even
energy—pits the leading democracies against one another today. In
the information age, the existing powers have no interest in con-
quest, for it leads nowhere they cannot get more directly through
investment and cooperation. Globalization, the liquidity of eco-
nomic assets, and the creation of a single pool of information tech-
nology reduce the economic utility of power. How can territorial
dominion, let alone aggression, help when the prize is information
and ideas?

The United States, Western Europe, and Japan share interests in the
health, security, and growth of the core political economy: the
unimpeded flow of goods, services, resources, money, information,
and know-how throughout the core; the integration of emerging
states; the success of new democracies; the security of world energy
supplies, which lie mainly beyond the core; the stability of the dan-
gerous regions where most of those energy supplies lie, the Middle
East and the former Soviet Union; denial of weapons of mass
destruction to hostile states; and the capacity to relieve human crises
in failed states. Although each power in the core also has particular
interests, these generally do not contradict the common interests. If
and as other countries become more open, integrated, and powerful,
they should come to identify with these same core interests.

Is hegemony obsolete? The current situation might provide a clue,
since one of the powerful democracies in the G-7 is clearly more
powerful than the others. Despite a clear opportunity for hegemony,
the United States does not seek to dominate others. American tri-
umphalism and its unilateralist lapses are criticized by its closest
friends. But there is a huge difference between insensitivity and an
attempt, based on superior strength, to exert hegemonic control or to
trample the interests of others in pursuit of one’s own.

At present, the great democratic powers are functioning as an effec-
tive community of trustful partners despite an imbalance of power,
as well as responsibility, among them. If, as well, the Chinese under-
stand that joining a community of powers in which the United States
is strongest does not mean subjecting China to American hegemony,
they need not hesitate to join. Such progress is possible because
relative power no longer determines absolute success.
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Integrating Rising Powers

Because of the new link between knowledge and power, no country,
whatever its size by traditional measures, will find it possible to
develop modern power without being competitive in the creation
and use of information technology. Only by allowing economic and
political freedom and by participating in the core economy will a
state be able to acquire the investment, know-how, and market
access needed to take full advantage of what information technology
has to offer. A rising power that offers such economic and political
freedom will find the governments and firms of the core prepared
not only to accept but also to facilitate its integration and success.
Thus, in the information age, becoming a great power means becom-
ing part of the core. How will that integration affect the rising pow-
er’s international outlook and conduct?

The surest, most feasible, and most durable way to get a rising
power, such as China, to accept core interests is through the effects
of integration. Where have we heard that before? Why believe this
will work now with China when its antecedent, détente, failed with
the Soviet Union? The Soviet Union was, as we know now, not a ris-
ing power at all, but one whose economic system was starting to fail
well before the collapse. It had no real hope of integrating into the
world economy and was not even trying to do so.

China harbors no interest in transforming the world—its interest is in
transforming itself. It is eager to integrate and can realistically aspire
to a major role in the world economy. Another major difference lies
in the effects of information technology. Because of it, integration
should affect Chinese internal politics and international behavior in
ways détente never could have affected the Soviet Union. To achieve
its goals, China must be able to acquire, create, and use information
technology. Therefore, China must continue to reform and integrate.
As it does, it will come to share the core economic and security inter-
ests that motivate cooperation among the United States, Japan, and
Europe.

Like the current democratic powers, China will identify with the need
for technology, products, money, energy, and information to flow
freely throughout the world economy. It should also begin to sympa-
thize with and eventually subscribe to the security concerns of the
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core democracies, particularly access to world petroleum reserves,
for which China’s future needs are great. Similarly, threats posed by
the spread of weapons of mass destruction have already begun to
outweigh whatever economic and political benefits the Chinese
might see in trafficking with the likes of Iran. With global trade
increasingly vital to China, it will value the security of trade routes
and thus the need to resolve territorial disputes peacefully. There are
straws in the wind that the Chinese are beginning to identify with
these interests—the cutoff of nuclear dealings with Iran and its coop-
eration with the United States in response to the Asian financial cri-
sis.

There will likely be continued friction between China and the United
States and its partners over human rights, trade policy, and regional
questions. And one issue, Taiwan, could produce a head-on colli-
sion. But the safety net beneath such difficulties, even if Chinese
nationalism persists, will be the convergence of China’s fundamental
economic and strategic interests with those of the United States,
Japan, and Europe. Even the Taiwan problem should become more
soluble, despite China’s growing military power, as China itself
changes and as the idea of war between China and the United States
begins to look unacceptable to both.

The decoupling of national power and national success, as the indus-
trial age gives way to the information age, makes confrontation
between leading powers and the rising power both reckless and
pointless. If the leading power is not attached to the status quo,
because progress, not power, produces success, the rising power has
nothing to assault. The world’s leading powers can function in last-
ing concert rather than in precarious balance, even if their power is
out of balance. The dependence of power on information technol-
ogy and of information technology on openness has created a new
possibility.

The Future of the Core

Thus, great-power relations in the new era need not, and from this
standpoint will not, resemble those of the past: ever maneuvering to
rebalance power, distrustful of each other because of the maneuver-
ing, and preoccupied with stability yet potentially unstable. Global-
jzation and its prime mover, information technology, are producing
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a growing commonwealth of responsible great powers, compatible in
outlook and ideals and confident enough to welcome change. The
last two decades have been encouraging: Relations among the
United States, Japan, and Europe are reassuring, and the prospect of
China and India joining this stream of progress is good. So the ques-
tion inevitably arises: Does the information revolution have the
strength to convert the entire planet (but for the odd rogue) to open-
ness, responsibility, cooperation, and peace?

Since the end of World War II, the expansion of the core from North
America outward has had a pacifying effect: Western Europe and
Northeast Asia, two of the world’s most dangerous regions in the first
half of the 20th century, are now at peace. More recently, Eastern
Europe and Southeast Asia, also notorious for violence, have begun
to enjoy security as a consequence of their transformation and inte-
gration. The locations of conflict since the end of the Cold War have
been outside the democratic pale: Somalia, Haiti, Yugoslavia,
Kurdistan, Afghanistan, and Central Africa. It is reasonable to believe
that the wider the democratic core, the greater the expanse of secu-

rity.

But globalization might be in for a slowdown. Several regions—the
greater Middle East, the former Soviet Union, and Africa—are show-
ing unpromising signs. Ancient feuds persist among states and
tribes. Reform is at best uneven. Most governments lack legitimacy.
Cynicism and corruption among elites are unabated, if not rising.
Human capital is not being developed and used to the fullest. Edu-
cation and science are weak. For all these reasons, investors are
wary, except when it comes to extracting raw materials. With all the
options available to firms from the core in search of new locations in
which to produce for global markets, now including vast pools of
Chinese and Indian talent, they are not likely to choose these regions.
If they stay effectively outside the core, these three regions will
remain the world’s most dangerous.

There is also a possibility that, as the core gets larger, its rate of
expansion will slow—the opposite of the acceleration we witnessed
from 1980 to the present. The emerging countries of Latin America,
Asia, and Europe offer abundant investment opportunities. A flood
tide of previously underutilized labor has been matched with capital,
production technology, and global market access. China is adding
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some 10 million workers (former peasants) every year, and India has
comparable potential. (Oksenberg, Swaine, and Lynch, 1997.) The
competition for investment and technology is fierce. To the extent
that further globalization depends on the spread of such investment
to the Middle East, the former Soviet Union, and Africa, it will be
hard to sustain the pace. Additionally, the financial turmoil and eco-
nomic sag in East Asia and other emerging markets suggest that the
process, more specifically the investments that drive it, might have
overreached in recent years. This, too, does not bode well for regions
not yet included.

Time will tell whether globalization sweeps in or sweeps past the
outlying regions. The purpose here is not to practice futurology with
false precision. Rather, it is to underscore that the expansive
progress of the last two decades of this century could be hard to sus-
tain. The expectation of a community of powers offered in this
chapter is considerably more modest than any claim that the infor-
mation revolution will soon produce a worldwide commonwealth of
democracy, blossoming human talent, prosperity, and peace.

The sobering view of the exclusion of whole regions—nearly half the
world—suggests that the core powers, the United States, Japan, and
the EU, with China and India in the wings, will have much about
which to cooperate. Power will be heavily concentrated in the core,
but dangers will persist outside it. The strongest power cannot pos-
sibly cope with these dangers by itself—and why should it, when the
other powers have similar interests at stake and growing means to
help? Japan and the EU must share the burdens, as well as the pre-
rogatives, of leadership with the United States. At the same time, the
American policy elite should shed its fondness for unipolarity, not
because it is infeasible, but because it is unnecessary and counter-
productive to seek. The success, liberty, and happiness of Americans
are not ensured by American supremacy but by the creation of a
strong U.S. economy and a peaceful, and powerful, community of
democracies.

In sum, world politics in the early 21st century could feature a con-
cert of the most powerful nations, characterized by openness, inte-
grating their economies and responding jointly to dangers to shared
interests beyond their perimeter, e.g., energy insecurity, weapons of
mass destruction, and ethnic conflict. Because they have the power
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of the information revolution at their disposal, they will be stronger
than any adversary and should have the means to enhance world
security in general.

It has been of the world’s history hitherto that might makes right. It
is for us and for our time to reverse the maxim.—Abraham Lincoln
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Chapter Four

NETWORKS, NETWAR, AND INFORMATION-
AGE TERRORISM

John Arquilla, David Ronfeldt, and Michele Zanini

The rise of network forms of organization is a key consequence of the
ongoing information revolution. Business organizations are being
newly energized by networking, and many professional militaries are
experimenting with flatter forms of organization. In this chapter, we
explore the impact of networks on terrorist capabilities, and consider
how this development may be associated with a move away from
emphasis on traditional, episodic efforts at coercion to a new view of
terror as a form of protracted warfare. Seen in this light, the recent
bombings of U.S. embassies in East Africa, along with the retaliatory
American missile strikes, may prove to be the opening shots of a war
between a leading state and a terror network. We consider both the
likely context and the conduct of such a war, and offer some insights
that might inform policies aimed at defending against and counter-
ing terrorism.

A NEW TERRORISM (WITH OLD ROOTS)

The age-old phenomenon of terrorism continues to appeal to its
perpetrators for three principal reasons. First, it appeals as a weapon
of the weak—a shadowy way to wage war by attacking asymmetri-
cally to harm and try to defeat an ostensibly superior force. This has
had particular appeal to ethno-nationalists, racist militias, religious
fundamentalists, and other minorities who cannot match the military
formations and firepower of their “oppressors”—the case, for
example, with some radical Middle Eastern Islamist groups vis-a-vis
Israel, and, until recently, the Provisional Irish Republican Army vis-
a-vis Great Britain.

75
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Second, terrorism has appealed as a way to assert identity and com-
mand attention—rather like proclaiming, “I bomb, therefore I am.”
Terrorism enables a perpetrator to publicize his identity, project it
explosively, and touch the nerves of powerful distant leaders. This
kind of attraction to violence transcends its instrumental utility.
Mainstream revolutionary writings may view violence as a means of
struggle, but terrorists often regard violence as an end in itself that
generates identity or damages the enemy’s identity.

Third, terrorism has sometimes appealed as a way to achieve a new
future order by willfully wrecking the present. This is manifest in the
religious fervor of some radical Islamists, but examples also lie
among millenarian and apocalyptic groups, like Aum Shinrikyo in
Japan, who aim to wreak havoc and rend a system asunder so that
something new may emerge from the cracks. The substance of the
future vision may be only vaguely defined, but its moral worth is
clear and appealing to the terrorist.

In the first and second of these motivations or rationales, terrorism
may involve retaliation and retribution for past wrongs, whereas the
third is also about revelation and rebirth, the coming of a new age.
The first is largely strategic; it has a practical tone, and the objectives
may be limited and specific. In contrast, the third may engage a
transcendental, unconstrained view of how to change the world
through terrorism.

Such contrasts do not mean the three are necessarily at odds; blends
often occur. Presumptions of weakness (the first rationale) and of
willfulness (in the second and third) can lead to peculiar synergies.
For example, Aum’s members may have known it was weak in a con-
ventional sense, but they believed that they had special knowledge, a
unique leader, invincible willpower, and secret ways to strike out.

These classic motivations or rationales will endure in the informa-
tion age. However, terrorism is not a fixed phenomenon; its perpe-
trators adapt it to suit their times and situations. What changes is the
conduct of terrorism—the operational characteristics built around
the motivations and rationales.

This chapter addresses, often in a deliberately speculative manner,
changes in organization, doctrine, strategy, and technology that,
taken together, speak to the emergence of a “new terrorism” attuned
to the information age. Our principal hypotheses are as follows:
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¢ Organization. Terrorists will continue moving from hierarchical
toward information-age network designs. Within groups, “great
man” leaderships will give way to flatter decentralized designs.
More effort will go into building arrays of transnationally inter-
netted groups than into building stand-alone groups.

¢ Doctrine and strategy. Terrorists will likely gain new capabilities
for lethal acts. Some terrorist groups are likely to move to a “war
paradigm” that focuses on attacking U.S. military forces and
assets. But where terrorists suppose that “information opera-
tions” may be as useful as traditional commando-style opera-
tions for achieving their goals, systemic disruption may become
as much an objective as target destruction. Difficulties in coping
with the new terrorism will mount if terrorists move beyond iso-
lated acts toward a new approach to doctrine and strategy that
emphasizes campaigns based on swarming.

* Technology. Terrorists are likely to increasingly use advanced
information technologies for offensive and defensive purposes,
as well as to support their organizational structures. Despite
widespread speculation about terrorists using cyberspace war-
fare techniques to take “the Net” down, they may often have
stronger reasons for wanting to keep it up (e.g., to spread their
message and communicate with one another).

In short, terrorism is evolving in a direction we call netwar. Thus,
after briefly reviewing terrorist trends, we outline the concept of net-
war and its relevance for understanding information-age terrorism.
In particular, we elaborate on the above points about organization,
doctrine, and strategy, and briefly discuss how recent developments
in the nature and behavior of Middle Eastern terrorist groups can be
interpreted as early signs of a move toward netwar-type terrorism.

Given the prospect of a netwar-oriented shift in which some terror-
ists pursue a war paradigm, we then focus on the implications such a
development may have for the U.S. military. We use these insights to
consider defensive antiterrorist measures, as well as proactive coun-
terterrorist strategies. We propose that a key to coping with
information-age terrorism will be the creation of interorganizational
networks within the U.S. military and government, partly on the
grounds that it takes networks to fight networks.
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RECENT VIEWS ABOUT TERRORISM

Terrorism remains a distinct phenomenon while reflecting broader
trends in irregular warfare. The latter has been on the rise around
the world since before the end of the Cold War. Ethnic and religious
conflicts, recently in evidence in areas of Africa, the Balkans, and the
Caucasus, for awhile in Central America, and seemingly forever in
the Middle East, attest to the brutality that increasingly attends this
kind of warfare. These are not conflicts between regular, profes-
sional armed forces dedicated to warrior creeds and Geneva Con-
ventions. Instead, even where regular forces play roles, these con-
flicts often revolve around the strategies and tactics of thuggish
paramilitary gangs and local warlords. Some leaders may have some
professional training; but the foot soldiers are often people who, for
one reason or another, get caught in a fray and learn on the job.
Adolescents and children with high-powered weaponry are taking
part in growing numbers. In many of these conflicts, savage acts are
increasingly committed without anyone taking credit—it may not
even be clear which side is responsible. The press releases of the
protagonists sound high-minded and self-legitimizing, but the reality
at the local level is often about clan rivalries and criminal ventures
(e.g., looting, smuggling, or protection rackets).!

Thus, irregular warfare has become endemic and vicious around the
world. A decade or so ago, terrorism was a rather distinct entry on
the spectrum of conflict, with its own unique attributes. Today, it
seems increasingly connected with these broader trends in irregular
warfare, especially as waged by nonstate actors. As Martin Van
Creveld warns:

In today’s world, the main threat to many states, including specifi-
cally the U.S., no longer comes from other states. Instead, it comes
from small groups and other organizations which are not states.
Either we make the necessary changes and face them today, or what
is commonly known as the modern world will lose all sense of secu-
rity and will dwell in perpetual fear. (Van Creveld, 1996, p. 58.)

Meanwhile, for the past several years, terrorism experts have broadly
concurred that this phenomenon will persist, if not get worse. Gen-

Eor an illuminating take on irregular warfare that emphasizes the challenges to the
Red Cross, see Ignatieff (1997).
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eral agreement that terrorism may worsen parses into different
scenarios. For example, Walter Laqueur warns that religious moti-
vations could lead to “superviolence,” with millenarian visions of a
coming apocalypse driving “postmodern” terrorism. Fred Iklé wor-
ries that increased violence may be used by terrorists to usher in a
new totalitarian age based on Leninist ideals. Bruce Hoffman raises
the prospect that religiously motivated terrorists may escalate their
violence in order to wreak sufficient havoc to undermine the world
political system and replace it with a chaos that is particularly detri-
mental to the United States—a basically nihilist strategy. (See
Laqueur, 1996; 1klé, 1997; Hoffman, 1994 and 1998; Kaplan, 1994.)

The preponderance of U.S. conventional power may continue to
motivate some state and nonstate adversaries to opt for terror as an
asymmetric response. Technological advances and underground
trafficking may make weapons of mass destruction (WMD—nuclear,
chemical, biological weapons) ever easier for terrorists to acquire.
(See Campbell, 1996.) Terrorists’ shifts toward looser, less hierarchi-
cal organizational structures, and their growing use of advanced
communications technologies for command, control, and coordina-
tion, may further empower small terrorist groups and individuals
who want to mount operations from a distance.

There is also agreement about an emergence of two tiers of terror:
one characterized by hard-core professionals, the other by amateur
cut-outs. (Hoffman and Carr, 1997.) The deniability gained by ter-
rorists operating through willing amateurs, coupled with the increas-
ing accessibility of ever more destructive weaponry, has also led
many experts to concur that terrorists will be attracted to engaging in
more lethal destruction, with increased targeting of information and
communications infrastructures.?

Some specialists also suggest that “information” will become a key
target—both the conduits of information infrastructures and the
content of information, particularly the media. (See Littleton, 1995,
and Nacos, 1994.) While these target-sets may involve little lethal
activity, they offer additional theaters of operations for terrorists.
Laqueur in particular foresees that, “If the new terrorism directs its
energies toward information warfare, its destructive power will be

2gee, for instance, Shubik (1997) and Hoffman (1998).
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exponentially greater than any it wielded in the past—greater even
than it would be with biological and chemical weapons.” (Laqueur,
1996, p. 35.) New planning and scenario-building is needed to help
think through how to defend against this form of terrorism.3

Such dire predictions have galvanized a variety of responses, which
range from urging the creation of international control regimes over
the tools of terror (such as WMD materials and advanced encryption
capabilities), to the use of coercive diplomacy against state sponsors
of terror. Increasingly, the liberal use of military force against terror-
ists has also been recommended. Caleb Carr in particular espoused
this theme, sparking a heated debate (Carr, 1997).* Today, many
leading works on combating terrorism blend notions of control
mechanisms, international regimes, and the use of force.5

Against this background, experts have begun to recognize the grow-
ing role of networks—of networked organizational designs and
related doctrines, strategies, and technologies—among the practi-
tioners of terrorism. The growth of these networks is related to the
spread of advanced information technologies that allow dispersed
groups, and individuals, to conspire and coordinate across consider-
able distances. Recent U.S. efforts to investigate and attack the bin
Laden network (named for the central influence of Osama bin Laden)
attest to this. The rise of networks is likely to reshape terrorism in the
information age, and lead to the adoption of netwar—a kind of
information-age conflict that will be waged principally by nonstate
actors. Our contribution to this volume is to present the concept of
netwar and show how terrorism is being affected by it.

THE ADVENT OF NETWAR—ANALYTICAL BACKGROUND®

The information revolution is altering the nature of conflict across
the spectrum. Of the many reasons for this, we call attention to two

3For more on this issue, see Molander, Riddile, and Wilson (1996) and Molander,
Wilson, Mussington, and Mesic (1998).

4This theme was advocated early by Rivers (1986). For more on the debate, see
Hoffman and Carr (1997).

5See, for instance, Netanyahu (1996) and Kerry (1997).

6This analytical background is drawn from Arquilla and Ronfeldt (1996) and Ronfeldt,
Arquilla, Fuller, and Fuller (forthcoming). Also see Arquilla and Ronfeldt (1997).
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in particular. First, the information revolution is favoring and
strengthening network forms of organization, often giving them an
advantage over hierarchical forms. The rise of networks means that
power is migrating to nonstate actors, who are able to organize into
sprawling multi-organizational networks (especially all-channel
networks, in which every node is connected to every other node)
more readily than can traditional, hierarchical, state actors. Non-
state-actor networks are thought to be more flexible and responsive
than hierarchies in reacting to outside developments, and to be bet-
ter than hierarchies at using information to improve decisionmak-
ing.”

Second, as the information revolution deepens, conflicts will increas-
ingly depend on information and communications matters. More
than ever before, conflicts will revolve around “knowledge” and the
use of “soft power.”® Adversaries will emphasize “information
operations” and “perception management”—that is, media-oriented
measures that aim to attract rather than coerce, and that affect how
secure a society, a military, or other actor feels about its knowledge of
itself and of its adversaries. Psychological disruption may become as
important a goal as physical destruction.

Thus, major transformations are coming in the nature of adversaries,
in the type of threats they may pose, and in how conflicts can be
waged. Information-age threats are likely to be more diffuse, dis-
persed, multidimensional, and ambiguous than more traditional
threats. Metaphorically, future conflicts may resemble the Oriental
game of Go more than the Western game of chess. The conflict spec-
trum will be molded from end to end by these dynamics:

*  Cyberwar—a concept that refers to information-oriented military
warfare—is becoming an important entry at the military end of
the spectrum, where the language has normally been about high-
intensity conflicts.

* Netwar figures increasingly at the societal end of the spectrum,
where the language has normally been about low-intensity con-

7For background on this issue, see Heckscher (1995).

8The concept of soft power was introduced by Nye (1990) and further elaborated in
Nye and Owens (1996).



82  Strategic Appraisal: The Changing Role of Information in Warfare

flict, operations other than war, and nonmilitary modes of
conflict and crime.

Whereas cyberwar usually pits formal military forces against each
other, netwar is more likely to involve nonstate, paramilitary, and
irregular forces—as in the case of terrorism. Both concepts are con-
sistent with the views of analysts such as Van Creveld, who believe
that a “transformation of war” is under way. (Van Creveld, 1991.)
Neither concept is just about technology; both refer to comprehen-
sive approaches to conflict—comprehensive in that they mix organi-
zational, doctrinal, strategic, tactical, and technological innovations,
for offense and defense.

Definition of Netwar

To be more precise, netwar refers to an emerging mode of conflict
and crime at societal levels, involving measures short of traditional
war, in which the protagonists use network forms of organization
and related doctrines, strategies, and technologies attuned to the
information age. These protagonists are likely to consist of dispersed
small groups who communicate, coordinate, and conduct their
campaigns in an internetted manner, without a precise central
command. Thus, information-age netwar differs from modes of
conflict and crime in which the protagonists prefer formal, stand-
alone, hierarchical organizations, doctrines, and strategies, as in past
efforts, for example, to build centralized movements along Marxist
lines.

The term is meant to call attention to the prospect that network-
based conflict and crime will become major phenomena in the
decades ahead. Various actors across the spectrum of conflict and
crime are already evolving in this direction. To give a string of
examples, netwar is about the Middle East's Hamas more than the
Palestine Liberation Organization (PLO), Mexico’s Zapatistas more
than Cuba’s Fidelistas, and the American Christian Patriot move-
ment more than the Ku Klux Klan. It is also about the Asian Triads
more than the Sicilian Mafia, and Chicago’s Gangsta Disciples more
than the Al Capone Gang.

9For more on information-age conflict, netwar, and cyberwar, see Arquilla and
Ronfeldt (1993), Arquilla and Ronfeldt (1996), and Arquilla and Ronfeldt (1997).
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This spectrum includes familiar adversaries who are modifying their
structures and strategies to take advantage of networked designs,
such as transnational terrorist groups, black-market proliferators of
WMD, transnational crime syndicates, fundamentalist and ethno-
nationalist movements, intellectual property and high-sea pirates,
and smugglers of black-market goods or migrants. Some urban
gangs, back-country militias, and militant single-issue groups in the
United States are also developing netwar-like attributes. In addition,
there is a new generation of radicals and activists who are just begin-
ning to create information-age ideologies, in which identities and
loyalties may shift from the nation-state to the transnational level of
global civil society. New kinds of actors, such as anarchistic and
nihilistic leagues of computer-hacking “cyboteurs,” may also partake
of netwar.

Many—if not most—netwar actors will be nonstate. Some may be
agents of a state, but others may try to turn states into their agents.
Moreover, a netwar actor may be both subnational and transnational
in scope. Odd hybrids and symbioses are likely. Furthermore, some
actors (e.g., violent terrorist and criminal organizations) may
threaten U.S. and other nations’ interests, but other netwar actors
(e.g., peaceful social activists) may not. Some may aim at destruc-
tion, others at disruption. Again, many variations are possible.

The full spectrum of netwar proponents may thus seem broad and
odd at first glance. But there is an underlying pattern that cuts across
all variations: the use of network forms of organization, doctrine,
strategy, and technology attuned to the information age.

More About Organizational Design

The notion of an organizational structure qualitatively different from
traditional hierarchical designs is not recent; for example, in the early
1960s Burns and Stalker referred to the organic form as “a network
structure of control, authority, and communication,” with “lateral
rather than vertical direction of communication.” In organic struc-
ture,

omniscience [is] no longer imputed to the head of the concern;
knowledge about the technical or commercial nature of the here
and now task may be located anywhere in the network; [with] this
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location becoming the ad hoc centre of control authority and com-
munication. (Burns and Stalker, 1961, p. 121.)

In the business world, virtual or networked organizations are being
heralded as effective alternatives to bureaucracies—as in the case of
Eastman Chemical Company and the Shell-Sarnia Plant—because of
their inherent flexibility, adaptiveness, and ability to capitalize on the
talents of all members of the organization.'0

What has long been emerging in the business world is now becoming
apparent in the organizational structures of netwar actors. In an
archetypal netwar, the protagonists are likely to amount to a set of
diverse, dispersed “nodes” who share a set of ideas and interests and
who are arrayed to act in a fully internetted “all-channel” manner.
Networks come in basically three types (or topologies) (see Figure
4.1):11

e The chain network, as in a smuggling chain where people, goods,
or information move along a line of separated contacts, and
where end-to-end communication must travel through the
intermediate nodes.

e The star, hub, or wheel network, as in a franchise or a cartel
structure where a set of actors is tied to a central node or actor,
and must go through that node to communicate and coordinate.

o The all-channel network, as in a collaborative network of mili-
tant small groups where every group is connected to every other.

Each node in the diagrams of Figure 4.1 may be to an individual, a
group, an institution, part of a group or institution, or even a state.
The nodes may be large or small, tightly or loosely coupled, and in-
clusive or exclusive in membership. They may be segmentary or
specialized—that is, they may look alike and engage in similar activi-
ties, or they may undertake a division of labor based on specializa-
tion. The boundaries of the network may be well defined, or blurred
and porous in relation to the outside environment. All such varia-
tions are possible.

10gee, for instance, Lipnack and Stamps (1994), pp. 51-78, and Heckscher (1995), p.
45.

11pdapted from Evan (1972).
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Chain network Star or hub network All-channe! network

Figure 4.1—Types of Networks

Each type may be suited to different conditions and purposes, and all
three may be found among netwar-related adversaries—e.g., the
chain in smuggling operations, the star at the core of terrorist and
criminal syndicates, and the all-channel type among militant groups
that are highly internetted and decentralized. There may also be
hybrids. For example, a netwar actor may have an all-channel
council at its core, but use stars and chains for tactical operations.
There may also be hybrids of network and hierarchical forms of
organization, and hierarchies may exist inside particular nodes in a
network. Some actors may have a hierarchical organization overall,
but use networks for tactical operations; other actors may have an
all-channel network design, but use hierarchical teams for tactical
operations. Again, many configurations are possible, and it may be
difficult for an analyst to discern exactly what type of networking
characterizes a particular actor.

Of the three network types, the all-channel has been the most diffi-
cult to organize and sustain historically, partly because it may
require dense communications. However, it gives the network form
the most potential for collaborative undertakings, and it is the type
that is gaining strength from the information revolution. Pictorially,
an all-channel netwar actor resembles a geodesic “Bucky ball”
(named for Buckminster Fuller); it does not resemble a pyramid. The
design is flat. Ideally, there is no single, central leadership, com-
mand, or headquarters—no precise heart or head that can be tar-
geted. The network as a whole (but not necessarily each node) has
little to no hierarchy, and there may be multiple leaders. Decision-
making and operations are decentralized, allowing for local initiative
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and autonomy. Thus the design may sometimes appear acephalous
(headless), and at other times polycephalous (Hydra-headed).!?

The capacity of this design for effective performance over time may
depend on the presence of shared principles, interests, and goals—at
best, an overarching doctrine or ideology—that spans all nodes and
to which the members wholeheartedly subscribe. Such a set of prin-
ciples, shaped through mutual consultation and consensus-building,
can enable them to be “all of one mind,” even though they are dis-
persed and devoted to different tasks. It can provide a central
ideational, strategic, and operational coherence that allows for tacti-
cal decentralization. It can set boundaries and provide guidelines for
decisions and actions so that the members do not have to resort to a
hierarchy—"they know what they have to do.”!®

The network design may depend on having an infrastructure for the
dense communication of functional information. All nodes are not
necessarily in constant communication, which may not make sense
for a secretive, conspiratorial actor. But when communication is
needed, the network’s members must be able to disseminate infor-
mation promptly and as broadly as desired within the network and to
outside audiences.

In many respects, then, the archetypal netwar design corresponds to
what earlier analysts called a “segmented, polycentric, ideologically
integrated network” (SPIN) 4

12The structure may also be cellular, although the presence of cells does not neces-
sarily mean a network exists. A hierarchy can also be cellular, as is the case with some
subversive organizations. A key difference between cells and nodes is that the former
are designed to minimize information flows for security reasons (usually only the head
of the cell reports to the leadership), while nodes in principle can easily establish con-
nections with other parts of the network (so that communications and coordination
can occur horizontally).

13The quotation is from a doctrinal statement by Louis Beam about “leaderless
resistance,” which has strongly influenced right-wing white-power groups in the
United States. (See Beam, 1992.)

14506 Gerlach (1987), p. 115, based on Gerlach and Hine (1970). This SPIN concept, 2
precursor of the netwar concept, was proposed by Luther Gerlach and Virginia Hine in
the 1960s to depict U.S. social movements. It anticipates many points about network
forms of organization that are now coming into focus in the analysis of not only social
movements but also some terrorist, criminal, ethno-nationalist, and fundamentalist
organizations.
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By segmentary ] mean that it is cellular, composed of many different
groups. . .. By polycentric I mean that it has many different leaders
or centers of direction. . .. By networked I mean that the segments
and the leaders are integrated into reticulated systems or networks
through various structural, personal, and ideological ties. Networks
are usually unbounded and expanding. . . . This acronym [SPIN]
helps us picture this organization as a fluid, dynamic, expanding
one, spinning out into mainstream society.

Caveats About the Role of Technology

To realize its potential, a fully interconnected network requires a
capacity for constant, dense information and communications flows,
more so than do other forms of organization (e.g., hierarchies). This
capacity is afforded by the latest information and communications
technologies—cellular telephones, fax machines, electronic mail
(e-mail), World Wide Web (WWW) sites, and computer conferencing.
Moreover, netwar agents are poised to benefit from future increases
in the speed of communication, dramatic reductions in the costs of
communication, increases in bandwidth, vastly expanded connec-
tivity, and integration of communication with computing technolo-
gies. (See Heydenbrand, 1989.) Such technologies are highly advan-
tageous for a netwar actor whose constituents are geographically
dispersed.

However, caveats are in order. First, the new technologies, however
enabling for organizational networking, may not be the only crucial
technologies for a netwar actor. Old means of communications such
as human couriers, and mixes of old and new systems, may suffice.
Second, netwar is not simply a function of the Internet; it does not
take place only in cyberspace or the infosphere. Some key battles
may occur there, but a war’s overall conduct and outcome will nor-
mally depend mostly on what happens in the real world. Even in
information-age conflicts, what happens in the real world is gener-
ally more important than what happens in the virtual worlds of
cyberspace or the infosphere. (See Kneisel, 1996.15) Netwar is not
Internet war.

15Kneisel analyzes the largest vote ever taken about the creation of a new Usenet
newsgroup—a vote to prevent the creation of a group that was ostensibly about white-
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Swarming, and the Blurring of Offense and Defense

This distinctive, often ad-hoc design has unusual strengths, for both
offense and defense. On the offense, networks are known for being
adaptable, flexible, and versatile vis-a-vis opportunities and chal-
lenges. This may be particularly the case where a set of actors can
engage in swarming. Little analytic attention has been given to
swarming, yet it may be a key mode of conflict in the information
age. The cutting edge for this possibility is found among netwar pro-
tagonists.16 _

Swarming occurs when the dispersed nodes of a network of small
(and perhaps some large) forces converge on a target from multiple
directions. The overall aim is the sustainable pulsing of force or fire.
Once in motion, swarm networks must be able to coalesce rapidly
and stealthily on a target, then dissever and redisperse, immediately
ready to recombine for a new pulse. In other words, information-age
attacks may come in “swarms” rather than the more traditional

“waves.”

In terms of defensive potential, well-constructed networks tend to be
redundant and diverse, making them robust and resilient in the face
of adversity. Where they have a capacity for interoperability and
shun centralized command and control, network designs can be dif-
ficult to crack and defeat as a whole. In particular, they may defy
counterleadership targeting—attackers can find and confront only
portions of the network. Moreover, the deniability built into a net-
work may allow it to simply absorb a number of attacks on dis-
tributed nodes, leading the attacker to believe the network has been
harmed when, in fact, it remains viable, and is seeking new oppor-
tunities for tactical surprise.

The difficulties of dealing with netwar actors deepen when the lines
between offense and defense are blurred, or blended. When blurring
is the case, it may be difficult to distinguish between attacking and
defending actions, particularly when an actor goes on the offense in
the name of self-defense. The blending of offense and defense will

power music. He concludes that “The war against contemporary fascism will be won
in the ‘real world’ off the net; but battles against fascist netwar are fought and won on
the Internet.” His title is testimony to the spreading usage of the term netwar.

16gwarm networks are discussed in Kelly (1994). Also see Arquilla and Ronfeldt (1997).
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often mix the strategic and tactical levels of operations. For example,
guerrillas on the defensive strategically may go on the offense tacti-
cally; the war of the mujahideen in Afghanistan provides a modern
example.

The blurring of offense and defense reflects another feature of net-
war: It tends to defy and cut across standard boundaries, jurisdic-
tions, and distinctions between state and society, public and private,
war and peace, war and crime, civilian and military, police and mili-
tary, and legal and illegal. A government has difficulty assigning
responsibility to a single agency—military, police, or intelligence—to
respond.

Thus, the spread of netwar adds to the challenges facing the nation-
state in the information age. Nation-state ideals of sovereignty and
authority are traditionally linked to a bureaucratic rationality in
which issues and problems can be neatly divided, and specific offices
can be charged with taking care of specific problems. In netwar,
things are rarely so clear. A protagonist is likely to operate in the
cracks and gray areas of society, striking where lines of authority
crisscross and the operational paradigms of politicians, officials,
soldiers, police officers, and related actors get fuzzy and clash.

Networks Versus Hierarchies: Challenges for Counternetwar

Against this background, we are led to a set of three policy-oriented
propositions about the information revolution and its implications
for netwar and counternetwar.\”

Hierarchies have a difficult time fighting networks. There are exam-
ples across the conflict spectrum. Some of the best are found in the
failings of governments to defeat transnational criminal cartels
engaged in drug smuggling, as in Colombia. The persistence of reli-
gious revivalist movements, as in Algeria, in the face of unremitting
state opposition, shows the robustness of the network form. The
Zapatista. movement in Mexico, with its legions of supporters and
sympathizers among local and transnational nongovernmental
organizations, shows that social netwar can put a democratizing

17a150 see Berger (1998) for additional thinking and analysis about such propositions.
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autocracy on the defensive and pressure it to continue adopting
reforms.

It takes networks to fight networks. Governments that would defend
against netwar may have to adopt organizational designs and strate-
gies like those of their adversaries. This does not mean mirroring the
adversary, but rather learning to draw on the same design principles
of network forms in the information age. These principles depend to
some extent upon technological innovation, but mainly on a willing-
ness to innovate organizationally and doctrinally, and by building
new mechanisms for interagency and multijurisdictional coopera-
tion.

Whoever masters the network form first and best will gain major
advantages. In these early decades of the information age, adver-
saries who have adopted networking (be they criminals, terrorists, or
peaceful social activists) are enjoying an increase in their power rela-
tive to state agencies.

Counternetwar may thus require effective interagency approaches,
which by their nature involve networked structures. The challenge
will be to blend hierarchies and networks skillfully, while retaining
enough core authority to encourage and enforce adherence to net-
worked processes. By creating effective hybrids, governments may
better confront the new threats and challenges emerging in the
information age, whether generated by terrorists, militias, criminals,
or other actors.!®8 The U.S. Counterterrorist Center, based at the
Central Intelligence Agency (CIA), is a good example of a promising
effort to establish a functional interagency network, although its suc-
cess may depend increasingly on the strength of links with the mili-
tary services and other institutions that fall outside the realm of the
intelligence community. (Loeb, 1998.19)

MIDDLE EASTERN TERRORISM AND NETWAR

Terrorism seems to be evolving in the direction of violent netwar.
Islamic fundamentalist organizations like Hamas and the bin Laden
network consist of groups organized in loosely interconnected, semi-

18For elaboration, see Arquilla and Ronfeldt (1997), Chapter Nineteen.

19Eor a broader discussion of interagency cooperation in countering terrorism, see
Carter, Deutch, and Zelikow (1998).
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independent cells that have no single commanding hierarchy.20
Hamas exemplifies the shift away from a hierarchically oriented
movement based on a “great leader” (like the PLO and Yasser
Arafat).2!

The netwar concept is consistent with patterns and trends in the
Middle East, where the newer and more active terrorist groups
appear to be adopting decentralized, flexible network structures.
The rise of networked arrangements in terrorist organizations is part
of a wider move away from formally organized, state-sponsored
groups to privately financed, loose networks of individuals and sub-
groups that may have strategic guidance but enjoy tactical indepen-
dence. Related to these shifts is the fact that terrorist groups are
taking advantage of information technology to coordinate the activi-
ties of dispersed members. Such technology may be employed by
terrorists not only to wage information warfare, but also to support
their own networked organizations.??

While a comprehensive empirical analysis of the relationship
between (a) the structure of terrorist organizations and (b) group
activity or strength is beyond the scope of this chapter,?? a cursory
examination of such a relationship among Middle Eastern groups
offers some evidence to support the claim that terrorists are prepar-

20Analogously, right-wing militias and extremist groups in the United States also rely
on a doctrine of “leaderless resistance” propounded by Aryan nationalist Louis Beam.
(See Beam, 1992, and Stern, 1996.) Meanwhile, as part of a broader trend toward
netwar, transnational criminal organizations have been shifting away from centralized
“Dons” to more networked structures. (See Williams, 1994, and Williams, 1998.) As
noted earlier, social activist movements long ago began to evolve “segmented,
polycephalous, integrated networks.” For a discussion of a social netwar in which
human-rights and other peaceful activist groups supported an insurgent group in
Mexico, see Ronfeldt and Martinez (1997).

211t is important to differentiate our notions of information-age networking from
earlier ideas about terror as consisting of a network in which all nodes revolved
around a Soviet core (Sterling, 1981). This view has generally been regarded as unsup-
ported by available evidence (see Combs, 1997, pp. 99-119). However, there were a
few early studies that did give credit to the possibility of the rise of terror networks that
were bound more by loose ties to general strategic goals than by Soviet control (see
especially Friedman, 1985).

22For good general background, see Whine (1998).

23We assume that group activity is a proxy for group strength. Group activity can be
measured more easily than group strength, and is expected to be significantly corre-
lated with strength. The relationship may not be perfect, but it is deemed to be suffi-
ciently strong for our purposes.
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ing to wage netwar. The Middle East was selected for analysis mainly
because terrorist groups based in this region have been active in
targeting U.S. government facilities and interests, as in the bombings
of the Khobar Towers and, most recently, the American embassies in
Kenya and Tanzania.

Middle Eastern Terrorist Groups: Structure and Actions

Terrorist groups in the Middle East have diverse origins, ideologies,
and organizational structures, but can be roughly categorized into
traditional and new-generation groups. Traditional groups date back
to the late 1960s and early 1970s, and the majority of these were (and
some still are) formally or informally linked to the PLO. Typically,
they are also relatively bureaucratic and maintain a nationalist or
Marxist agenda. In contrast, most new-generation groups arose in
the 1980s and 1990s, have more fluid organizational forms, and rely
on Islam as a basis for their radical ideclogy.

The traditional, more-bureaucratic groups have survived to this day
partly through support from states such as Syria, Libya, and Iran.
The groups retain an ability to train and prepare for terrorist mis-
sions; however, their involvement in actual operations has been lim-
ited in recent years, partly because of successful counterterrorism
campaigns by Israeli and Western agencies. In contrast, the newer
and less hierarchical groups, such as Hamas, the Palestinian Islamic
Jihad (PIJ), Hizbullah, Algeria’s Armed Islamic Group (GIA), the
Egyptian Islamic Group (IG), and Osama bin Laden’s Arab Afghans,
have become the most active organizations in and around the
Middle East.

The traditional groups. Traditional terrorist groups in the Middle
East include the Abu Nidal Organization, the Popular Front for the
Liberation of Palestine (PFLP), and three PFLP-related splinters—the
PFLP-General Command, the Palestine Liberation Front (PLF), and
the Democratic Front for the Liberation of Palestine (DFLP).

Abu Nidal was an integral part of the PLO until it became indepen-
dent in 1974. It has a bureaucratic structure composed of various
functional committees. (U.S. Department of State [DoS], for 1996.)
The activism it displayed in the 1970s and 1980s has lessened consid-
erably, owing to a lessening of support from state sponsors and to
effective counterterrorist campaigns by Israeli and Western intelli-
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gence services. (Loeb, 1998; and Murray and Ward, 1996.) The very
existence of the organization has recently been put into question,
given uncertainty as to the whereabouts and fate of Abu Nidal, the
leader of the group. (Ibrahim, 1998.)

The PFLP was founded in 1967 by George Habash as a PLO-affiliated
organization. It has traditionally embraced a Matxist ideology, and
remains an important PLO faction. However, in recent years it has
suffered considerable losses from Israeli counterterrorist strikes.
(Murray and Ward, 1996.) The PFLP-General Command split from
the PFLP in 1968, and in turn experienced a schism in the mid-1970s.
This splinter group, which called itself the PLF, is composed of three
subgroups, and has not been involved in high-profile acts since the
1985 hijacking of the Italian cruise ship Achille Lauro. (DoS, for 1996,
and Murray and Ward, 1996.) The PFLP was subjected to another
split in 1969, which resulted in the Democratic Front for the Libera-
tion of Palestine. The DFLP resembles a small army more than a ter-
rorist group—its operatives are organized in battalions, backed by
intelligence and special forces. (Murray and Ward, 1996.) DFLP
strikes have become less frequent since the 1970s, and since the late
1980s it has limited its attacks to Israeli targets near borders. (DoS,
for 1995, 1996, 1997.)

What seems evident here is that this old generation of traditional,
hierarchical, bureaucratic groups is on the wane. The reasons are
varied, but the point remains——their way of waging terrorism is not
likely to make a comeback, and is being superseded by a new way
that is more attuned to the organizational, doctrinal, and technologi-
cal imperatives of the information age.

The most active groups and their organization. The new generation
of Middle Eastern groups has been active both in and outside the
region in recent years. In Israel and the occupied territories, Hamas,
and to a lesser extent the Palestinian Islamic Jihad, have shown their
strength over the last four years with a series of suicide bombings
that have killed more than 100 people and injured several more.24

24For instance, in 1997 Hamas operatives set off three suicide bombs in crowded
public places in Tel Aviv and Jerusalem, On March 21, a Hamas satchel bomb
exploded at a Tel Aviv cafe, killing three persons and injuring 48; on July 30, two
Hamas suicide bombers blew themselves up in a Jerusalem market, killing 16 persons
and wounding 178; on September 4, three suicide bombers attacked a Jerusalem
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Exploiting a strong presence in Lebanon, the Shi’'ite Hizbullah orga-
nization has also staged a number of attacks against Israeli Defense
Forces troops and Israeli cities in Galilee. (See Israeli Foreign Min-
istry, 1996.)

The al-Gama’a al-Islamiya, or IG, is the most active Islamic extremist
group in Egypt. In November 1997 IG carried out an attack on Hat-
shepsut’s Temple in Luxor, killing 58 tourists and 4 Egyptians. The
group has also claimed responsibility for the bombing of the Egyp-
tian embassy in Islamabad, Pakistan, which left 16 dead and 60
injured. (See DoS, for 1995, 1996, 1997.) In Algeria, the GIA has been
behind the most violent, lethal attacks in Algeria’s protracted civil
war. Approximately 70,000 Algerians have lost their lives since the
domestic terrorist campaign began in 1992. (DoS, for 1997.)

Recently, the loosely organized group of Arab Afghans—radical
Islamic fighters from several North African and Middle Eastern
countries who forged ties while resisting the Soviet occupation of
Afghanistan?>—has come to the fore as an active terrorist outfit. One
of the leaders and founders of the Arab Afghan movement, Osama
bin Laden, a Saudi entrepreneur who bases his activities in
Afghanistan (Gertz, 1996), is suspected of sending operatives to
Yemen to bomb a hotel used by U.S. soldiers on their way to Somalia
in 1992, plotting to assassinate President Clinton in the Philippines
in 1994 and Egyptian President Hosni Mubarak in 1995, and of hav-
ing a role in the Riyadh and Khobar blasts in Saudi Arabia that
resulted in the deaths of 24 Americans in 1995 and 1996. (Weiner,
1998, and Zuckerman, 1998.) U.S. officials have pointed to bin Laden
as the mastermind behind the U.S. embassy bombings in Kenya and
Tanzania, which claimed the lives of more than 260 people, includ-
ing 12 Americans. (Constable, 